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THECOMPUTERCRIMEANDCYBERCRIMEBILL,2020

(BillNo. of2020)

(TobepresentedbytheMinisterforInformation,CommunicationandTechnology)

MEMORANDUM OFOBJECTSANDREASONS

TheobjectsofthisBillareto-

(a) criminaliseoffencesinvolvingcomputersystemsandelectroniccommunications

networkrelatedcrimes;

(b) providefortheinvestigationandcollectionofevidenceforcomputerandnetwork

relatedcrimes;

(c) providefortheadmissionofelectronicevidenceincourt;and

(d) provideforincidentalmatters.

S.M.M KHUMALO

ATTORNEY-GENERAL

____________

ABILL

Entitled

AN ACTtocriminalizeoffencescommittedagainst,andthroughtheusageof

computer systems and electronic communications networks; to provide for

investigationandcollectionofevidenceforcomputerandnetworkrelatedcrimes;to

providefortheadmissionofelectronicevidenceforsuchoffences,andtoprovidefor

incidentalmatters.

ENACTEDbytheKingandtheParliamentoftheKingdom ofEswatini.
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PARTI

PRELIMINARYPROVISIONS

ShorttitleandCommencement

1. (1) ThisActshallbecitedastheComputerCrimeandCybercrimeAct,2020.

(2) ThisActshallcomeintooperationonthedateofpublicationinthe

GovernmentGazette.

Interpretation

2. InthisAct,unlessthecontextotherwiserequires–

“abetting”meanstoencourageorassistsomeoneto commitacrimeorother

offence;

“access”inrelationtosection3meansloggingintoacomputersystem;

“accessprovider”meansanyperson,naturalorjuristic,providinganelectronic

datatransmissionservicebytransmittinginformationprovidedbyortoauserof

theserviceinacommunicationnetworkorprovidingaccesstoacommunication

network;

“cachingprovider”meansanypersonnaturalorjuristicprovidinganelectronic

datatransmission servicebyautomatic,intermediateand temporarystoring

information,performed forthe sole purpose ofmaking more efficientthe

information'sonward transmission to otherusersoftheserviceupon their

request;

“child”meansapersonundertheageofeighteen(18)years;

“childpornography”meansanymaterialthatdepicts,presentsorrepresents;

(a)achildengagedinsexualconduct,orinthenudewithoutajustifiable

cause;or

(b)imagesrepresentingachildengagedinsexualconduct;

whichincludes,butisnotlimitedto,anyaudio,visualortextpornographic

material.

“Commission”meanstheEswatiniCommunicationsCommissionestablished

undertheEswatiniCommunicationsCommissionAct,2013;

“computersystem”or“informationsystem”meansadeviceoragroupofinter-

connectedorrelateddevices,oneormoreofwhich,pursuanttoaprogram,

performsautomaticprocessingofdataoranyotherfunction;
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“computerdata”meansanyrepresentationoffacts,concepts,information(being

eithertexts,audio,videoorimages)machine-readablecodeorinstructions,ina

form suitableforprocessinginacomputersystem,includingaprogram suitable

tocauseacomputersystem toperform afunction;

“computerdatastoragemedium”meansanyarticleormaterialfrom which

informationiscapableofbeingreproduced,withorwithouttheaidofanyother

articleordevice;

“Court”meansaMagistrateCourtortheHighCourt;

“criticalinfrastructure”meanscomputersystems,devices,networks,computer

programs,computerdata,vitaltothecountrythattheincapacityordestruction

oforinterferencewithsuchsystemsandassetswouldhaveadebilitating

impacton,nationaloreconomicsecurity,nationalpublichealthandsafety,

national elections or any combination of those matters; or physical

infrastructure,assetsorsystemsdeclaredassuchbyGovernment

“cyberbullying”meanstheuseofelectroniccommunicationtobullyaperson

typicallybysendingmessagesofanintimidatingorthreateningnature;

“Cybersex”meanssexualactivityorfantasywhichmayleadtosexualarousalor

pleasuregainedthroughcommunication,forthatpurpose,bycomputersystem

withanotherperson;

“cyberstalking”meanstheuseoftheInternetorotherelectronicmeanstoinflict

repeatedunwarrantedactionsonanaturalorjuristicperson(s).Suchactions

mayincludefalseaccusations,defamation,slander,libel,monitoring,identity

theft,threats,vandalism,solicitationforsex,orgatheringinformationthatmay

beused to threaten,embarrassorharass;which mayresultin mentalor

corporateabuse;

“cyberterrorism”meansdeliberateactionsperpetratedusingcomputersystems

with the intention to cause serious harm to human lives,way oflife,

infrastructureortheeconomyortocausefearorterrorinacommunity,nation

orgroupofnations;

“device”includesbutisnotlimitedto–

(a)componentsofcomputersystemssuchasgraphiccards,memory

chipsandprocessors;

(b)storagecomponentsandsystemssuchasharddrives,memorycards,
compactdiscs,tapes,usbdrives;

(c)inputdevicessuchaskeyboards,mouse,trackpad,scanneranddigital

camerasandanyothergadgetthatcantransferinformationtoacomputer

system;or
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(d)outputdevicessuchasprintersandscreensandanyothergadgetthat

isabletoreceiveinformationfrom acomputersystem.

“electroniccommunication”meansanytransferofsigns,signalsorcomputer

data of any nature transmitted in whole or in part by a wire,radio,

electromagnetic,photoelectronicorphotoopticalsystem;

“extortion”meansanactofdemandingfavourorbenefitfrom apersonthrough

coercion,orarisingfrom anadvantageoneholdsoverthevictim,bythreatening

toinflictharm tohisperson,familymembers,reputationorpropertyby

unleashingtheadvantageheholdsoverthevictim;

“fakenews”meansaform of news orstatementthroughanymedium including

socialmediawiththeintentiontodeceiveanotherpersonorpersons;

“hinder”inrelationtoacomputersystem includesbutisnotlimitedto–

(a)cuttingtheelectricitysupplytoacomputersystem;

(b)causingelectromagneticinterferencetoacomputersystem;

(c)corruptingacomputersystem byanymeans;and

(d)inputting,transmitting,damaging,deleting,deteriorating,alteringor

suppressingcomputerdata.

“hostingprovider”meansanynaturalorlegalpersonprovidinganelectronicdata

transmissionservicebystoringinformationprovidedbyauseroftheservice;

“hyperlink”meanscharacteristicorpropertyofanelementsuchasasymbol,

word,phrase,sentence,orimagethatcontainsinformationaboutanothersource

andpointstoandcausestodisplayanotherdocumentwhenexecuted;

“hyperlinkprovider”meansanynaturalorlegalpersonprovidingoneormore

hyperlinks;

“interception”includesbutisnotlimitedtotheacquiring,viewingandcapturing

ofanycomputerdata communication whetherbywire,wireless,electronic,

optical,magnetic,oralorothermeans,duringtransmissionthroughtheuseof

anytechnicaldevice;

“internetservice provider”meansanynaturalorlegalperson mentioned in

sections34to39thatprovidesusers’services;

“lawenforcementagent”meanspersonnelemployedandrepresentingagencies

establishedunderanActofEswatiniwiththerequisitepowertoexerciserights

givenunderthatActwhenundertakingtheirresponsibilities.Thesemayinclude

RoyalEswatiniPolice,Anti-CorruptionCommission,EswatiniRevenueAuthority

andEswatiniCommunicationsCommission;

“Minister”meanstheMinisterresponsibleforInformation,Communicationsand
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Technology;

“multipleelectronicmailmessages”meansamailmessageincludinge-mailand

instantmessagingsenttomorethanonerecipient;

“Pornography”meansavisual,textoraudiopresentation,simulatedorrealof–

(a)apersonwhois,orisdepictedasparticipatinginorassistinganother

persontoengageinsexualactorsexualviolationsorlewddisplayofnuditywhichis

intendedforsexualgratification;

(b)explicitsexualconductwhichdegradesapersonorwhichconstitutes
incitementtocauseharm;or

(c)asexualactbetweenapersonandananimal.

“racist,xenophobicandhatespeech,”meansanymaterial,includingbutnot

limitedtoanyimage,video,audiorecordingoranyotherrepresentationofideas

ortheories,which advocates,promotes orincites hatred,discrimination or

violence,againstanyindividualorgroupofindividuals;whichmaybebasedon

race,colour,descent,nationalorethnic origin,religion,creed orsocialor

economicstanding,politicalopinionordisability;

“remote forensic tool”means an investigative toolincluding software or

hardwareinstalledonorinrelationtoacomputersystem orpartofacomputer

system andusedtoperform tasksthatincludebutarenotlimitedtokeystroke

loggingortransmissionofanIP-address.

“seize”includes:-

(a)activatinganyonsitecomputersystem andorcomputerdatastorage

media;

(b)makingandretainingacopyofcomputerdata,includingbyusing
onsiteequipment;

(c)maintainingtheintegrityoftherelevantstoredcomputerdata;
(d)renderinginaccessibleorremoving,computerdataintheaccessed

computersystem;
(e)takingaprintoutofoutputofcomputerdata;or
(f)securingortakingcustodyofacomputersystem orpartofitora

computer-datastoragemedium.

“sexualgrooming”meansintentionallybefriendingorestablishinganemotional

connectionwithachild,oranadultwhoislegallynotabletoconsent,totrain

them toagreetoparticipate,orlowertheirinhibitions,inactsof sexualabuseor

exploitation;
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“spamming”or“spam”istheuseofmessagingsystemstosendunsolicitedmail

messages,textmessages oradverts,usuallyformarketing orpromotional

purposestocustomers,formerorpotentialcustomersorotherrecipients;

“Spoofing”meanshidingtheactualsourceaddressoridentitybehindanother

identitytoappearasiftheemailorinformationisfrom thelegitimateaddress;

“trafficdata”meanscomputerdatathatrelatestoacommunicationbymeansof

acomputersystem andgeneratedbyacomputersystem thatispartofthechain

ofelectroniccommunication;andmayshow oneormoreofthefollowing,the

communication’sorigin,destination,route,time,date,size,durationorthetypeof

underlyingservices;

“thing”includesbutisnotlimitedto–

(a)acomputersystem orpartofacomputersystem;
(b)anothercomputersystem,if-

(i)computerdatafrom thatcomputersystem isavailabletothefirst

computersystem beingsearched;and

(ii)therearereasonablegroundsforbelievingthatthecomputerdata

soughtisstoredintheothercomputersystem;or

(c)acomputerdatastoragemedium;

“trafficking”meansinitiating,carryingout,orbeingpartyto,activelyorpassively,

anactofmovingorfacilitatingtheillegalmovementorillegaltransportationof

people,animals,plants,moneyorgoodswithinacountryoracrossinternational

bordersfortradepurposestofulfilpersonalgoals;

“websitedefacement”meanstheactofattackingawebsitebychangingthe

visualappearance,adding,changing,deletingorreplacingcontentbyapartyor

partiesnotauthorizedbythewebsiteowner.

PARTII

OFFENCESANDPENALTIES

IllegalAccess

3. (1) A personwhointentionally,withoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustification,accessesthewholeoranypartofacomputer

system commitsanoffence,andisliable,onconviction,toafinenotexceedingten(10)

MillionEmalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsorboth.

(2) Wherethepersonwhoaccessesacomputersystem insubsection(1)
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infringessecuritymeasureswiththeintentionofobtainingcomputerdata,thatperson

shallonconvictionbeliabletoafinenotexceedingfifteen(15)MillionEmalangeniorto

imprisonmentnotexceedingfifteen(15)yearsorboth.

Illegallyremainingloggedontoacomputer

4. (1) Apersonwhointentionally,withoutlawfulexcuseorjustification,infringes

securitymeasuresorwiththeintentionofobtaining computerdataorwithother

dishonestintent,remainsloggedinacomputersystem orpartofacomputersystem or

continuestouseacomputersystem commitsanoffenceandisliable,onconviction,to

afinenotexceedingten(10)MillionEmalangeniortoimprisonmentforaperiodnot

exceedingten(10)yearsorboth.

Illegalinterception

5. (1) Apersonwhointentionallywithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustification,intercepts,byelectronicmeans–

(a)anynon-publictransmissionto,from orwithinacomputersystem;or

(b)electromagneticemissionsfrom acomputersystem -

commitsanoffenceandisliable,onconviction,toafinenotexceedingten(10)Million

Emalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsorboth.

Illegaldatainterference

6. (1) Subjecttosubsections2and5,apersonwho,intentionallyandwithout

lawfulexcuseorjustification,orinexcessofalawfulexcuseorjustificationdoesanyof

thefollowingacts–

(a)damagesordeterioratescomputerdata;

(b)deletescomputerdata;

(c)alterscomputerdata;

(d)renderscomputerdatameaningless,uselessorineffective;

(e)obstructs,interruptsorinterfereswiththelawfuluseofcomputerdata;

(f)obstructs,interruptsorinterfereswithanypersoninthelawfuluseof

computerdata;or

(g)deniesaccesstocomputerdatatoanypersonauthorizedtoaccessit,

commitsanoffenceandisliable,onconviction,toafinenotexceedingten(10)Million

Emalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsorboth.
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(2) Aperson,whointentionallyandwithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustificationcommitsanyactdescribedinthissection,in

ordertodenyaccess,includingapartialdenialofservicetoanypersonauthorisedto

accessit,commitsanoffenceandisliable,onconviction,toafinenotexceedingten

(10)MillionEmalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsor

both.

(3) Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustification-

(a)communicates,disclosesortransmitsanycomputerdata,program,

accesscodeorcommandtoanypersonnotauthorizedtoaccessthe

computerdata,program,codeorcommand;

(b)accessesordestroysanycomputerdata,forpurposesofconcealing

informationnecessaryforaninvestigationintothecommissionor

otherwiseofanoffence;or

(c)receivescomputerdatathatthatpersonisnotauthorizedtoreceive,

commitsanoffenceandisliable,onconviction,toafinenotexceedingten(10)Million

Emalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsorboth.

(4) Aperson,whointentionallyandwithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustificationdestroysoralterscomputerdatawherethat

dataisrequiredtobekeptormaintainedbyalawinforceoranyevidenceinrelationto

anyproceedingunderthisActby–

(a)creating,destroying,mutilating,removingormodifyingdataora
program oranyotherform ofinformationexistingwithinoroutsidea
computerorcomputernetwork;
(b)activating,installingordownloadingaprogram thatisdesignedto
create,destroy,mutilate,removeormodifydata,program oranyother
form ofinformationexistingwithinoroutsideacomputerorcomputer
network;or
(c)creating,altering,ordestroyingapassword,personalidentification
number,codeormethodusedtoaccessacomputerorcomputernetwork,

commitsanoffenceandisliable,onconviction,toimprisonmentforaperiodnot

exceedingten(10)yearsorafinenotexceedingten(10)MillionEmalangeni,orboth.

(5) Apersonshallnotbeliableunderthissectionwheretheperson–

(a)isactingpursuanttomeasuresthatcanbetakenunderPartVofthis

Act;or

(b)isactingonthebasisofanyotherstatutorypower.
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(6) Whereanoffenceunderthissectioniscommittedinrelationtodatathat

isinacriticaldatabaseorthatisconcernedwithnationalsecurityortheprovisionofan

essentialservice,thepersonshallbeliable,onconviction,toafinenotexceedingone

hundred(100)millionEmalangeniortoimprisonmentforaperiodnotexceedingtwenty

(20)years.

(7) Forthepurposesofthissection,itisimmaterialwhetheranillegal

interferenceoranyintendedeffectofit,ispermanentortemporary.

Dataespionage

7. Apersonwho,intentionallyandwithoutlawfulexcuseorjustificationorinexcess

ofalawfulexcuseorjustification obtainsforthatperson orforanotherperson,

computerdatawhichisnotmeantforthatpersonandwhichisspeciallyprotected

againstunauthorizedaccess,commitsanoffenceandisliable,onconviction,toafine

notexceeding ten (10)Million Emalangeniorto imprisonmentfora period not

exceedingten(10)yearsorboth.

Illegalsystem interference

8. (1) Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustification–

(a)hindersorinterfereswiththefunctioningofacomputersystem;or

(b)hindersorinterfereswithapersonwhoislawfullyusingoroperatinga

computersystem,

commitsanoffenceandisliable,onconviction,toafinenotexceedingten(10)Million

Emalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsorboth.

(2) Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustification,seizesordestroysanycomputerstorage

medium,commitsanoffenceandisliableonconvictiontoafinenotexceedingten(10)

MillionEmalangeniortoimprisonmentforaperiodnotexceedingten(10)yearsorboth.

(3) A personwhointentionallywithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustification,hindersorinterfereswithacomputersystem

thatisexclusivelyfortheuseofcriticalinfrastructureoperations,orinthecaseinwhich

suchisnotexclusivelyfortheuseofcriticalinfrastructureoperations,butisusedin

criticalinfrastructureoperationsandthatconductaffectsthatuseorimpactsthe

operationsofcriticalinfrastructure,commitsanoffence,andshallonconviction,be

liabletoafinenotexceedingonehundred(100)MillionEmalangeniortoimprisonment

foraperiodnotexceedingtwenty(20)yearsorboth.
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Illegaldevices

9. (1) Apersonwho–

(a)intentionallywithoutlawfulexcuseorjustificationorinexcessof

alawfulexcuseorjustification,produces,sells,introduces,spreads,

procuresforuse,imports,exports,distributesorotherwisemakes

available-

(i)adevice,includingacomputerprogram,thatisdesigned

oradaptedforthepurposeofcommittinganoffenceunder

thisPart;or

(ii)acomputerpassword,accesscodeorsimilardataby

whichthewholeoranypartofacomputersystem iscapable

ofbeingaccessed;or

(iii)asoftwarecodethatdamagesacomputerorcomputer

system –

(aa)withtheintentthatitbeusedbyanypersonfor

thepurposeofcommittinganoffenceasdefined

underthisPart;or

(bb)hasanitem mentionedinsubparagraph(i)or(ii)

inthepossessionofthatperson,withtheintention

thattheitem beusedbyanypersonforthepurposeof

committinganyoffenceunderthisPart,commitsan

offence and is liable on conviction,to a fine not

exceedingonehundredmillion(100)Emalangeniorto

imprisonmentforaperiodnotexceedingtwentyfive

(25)yearsorboth.

Computerrelatedforgeryanduttering

10. (1) A person,whointentionallywithoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustificationinputs,alters,deletes,orsuppressescomputer

data,resultingininauthenticdata,withtheintentionthatitbeconsideredoractedupon

forlegalpurposesasifitwereauthentic,regardlessofwhetherornotthedatais

directlyreadableandintelligible,commitsanoffenceandisliable,onconviction,toa

finenotexceedingten(10)MillionEmalangeniortoimprisonmentforaperiodnot

exceedingten(10)yearsorboth.

(2) Iftheabove-mentionedoffenceiscommittedbysendingoutmultiple

electronicmailmessagesfrom orthroughacomputersystem,thepenaltyshallbe,on

conviction,befifteen(15)millionEmalangeniortoimprisonmentforaperiodnot
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exceedingten(10)yearsorboth.

Computerrelatedfraud

11. Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorinexcess

ofalawfulexcuseorjustificationcauseslossofpropertytoanotherpersonby–

(a)anyinput,alteration,deletionorsuppressionofcomputerdata;or

(b)anyinterferencewiththefunctioningofacomputersystem,

withafraudulentordishonestintentionofprocuring,withoutpermission,aneconomic

benefitforthatperson orforanotherperson,commitsan offence,and shallon

conviction,beliabletoafinenotexceedingten(10)MillionEmalangeniortotwo(2)

timesthevalueofsaidproperty,whicheverishigher,ortoimprisonmentforaperiodnot

exceedingtenyearsorboth.

Phishing

12.Apersonwho,withoutalawfulexcuseorjustification,through-

(a)anemail;

(b)spoofedemail;

(c)website;

(d)socialmedia;or

(e)textmessage

lures,deceivesorthreatensanothertogivemoneyorothervalueortorevealsensitive

information,accountlogindetails,bankaccountorcreditcardinformation,orthelike

commitsacrimeandonconvictionisliabletoafinenotexceedingten(10)million

Emalangeniortoimprisonmentnotexceedingten(10)yearsorboth.

Cyberterrorism

13.Apersonwhowithoutjustificationorlegalexcuse,usingacomputersystem-

(a)deliberately recruits,trains,provides training material,information or
meansto individualsorgroupsofpeopleto joinknownorunknown
terroristgroupsdrivenbypoliticalideologies,religionorhateofpolitical
systemswiththeintentionofforcingchangeorcausingfeartogeneral
society;

(b)fundsorraisesfundsforcyberterrorism purposes;
(c)spreadsorpromotestheinterestsofsuchorganizations;
(d)accessesorcausestobeaccessedwebsitesorinformationsourcesof
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suchorganizations;
(e)through conventional methods, launches massive attacks on

telecommunicationsorcomputernetworks;or
(f)launchesattacksusingphysicaldevices,computerprogramsorother

electronicmeansto-

(i)renderthefinancialorbankingsystem ofthecountryoracity

unusable;

(ii)compromisethedefencesystemsofthecountry;or

(iii)seriously disruptorinterfere with the operations ofthe

electricitygrid, aviation controlsystems,taxmanagementsystems,

electionsmanagementsystems,populationregister,governmentpayroll

andcabinetsystems,

commitsand offence ofcyberterrorism and isliable on conviction to a fine not

exceedingfifteen(15)millionEmalangeniortoimprisonmentforaperiodnottwenty

five(25)yearsorboth.

Childpornography

14. (1) Apersonwhointentionallyandwithoutlawfulexcuseorjustification–

(a)produceschildpornography;

(b)offersormakesavailablechildpornographythroughacomputer

system;

(c)distributes ortransmits child pornographythrough a computer

system;

(d)procuresorobtainschildpornographythroughacomputersystem

foroneselforforanotherperson;

(e)possesses child pornography in a computersystem oron a

computer-datastoragemedium;or

(f)knowingly obtains access to child pornography, through

informationandcommunicationtechnologies,

commitsanoffenceandisliable,onconviction,toasentencenotexceedingtwenty-five

(25)yearswithoutanoptionofafine.

(2) Itisadefencetoachargeofanoffenceundersub-section(1)(b)to(1)(f)

ifthepersonestablishesthat–

(a)thechildpornographywasforabonafidelawenforcementpurpose;or

(b)theconductthatisallegedtoconstitutetheoffencewasforagenuine
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artistic,educational,legal,medical,scientificorpublicbenefitpurpose,

includingEswatiniculturalevents.

(3) A personwhointentionally,withoutlawfulexcuseorjustificationorin

excessofalawfulexcuseorjustificationmakespornographyavailabletooneormore

childrenthroughacomputersystem orfacilitatestheaccessofchildrentopornography

throughacomputersystem commitsanoffenceandisliable,onconviction,toafine

notexceeding ten (10)Million Emalangeniorto imprisonmentfora period not

exceedingtwentyfive(25)yearsorboth.

(4)Apersonwhoengagesincybersexwithachildoranypersonwhoisnot

legallyabletoconsent,commitsanoffenceandisliableonconvictiontoafinenot

exceedingten(10)Millionorimprisonmentforaperiodnotexceedingten(10)yearsor

both.

(5)Anypersonwhosubjectsachild,oranadultwhocannotlegallyconsent,to

sexualgrooming,commits an offence and is liable on conviction,to a fine not

exceedingten(10)MillionEmalangeniorimprisonmentforaperiodnotexceedingten

(10)yearsorboth.

Prohibitionofdistributionorpublicationofpornography

15. (1)Aperson,who-

(a) distributes,publishes,advertises or exposes materialwhich is

pornographictochildoranadultwithouttheconsentofthatadult;

(b)publishesorexhibitsanypornographicmaterialwithoutprintingin

suchhisorhernameandtheprescribedparticularsofhisorheraddress

orwithoutindicatingtheagerestrictionorconsumeradvice;or

(c)broadcastsapornographicfilm whetherpubliclyorprivatelytochildren

ornon-consentingadults,

commits an offence and on conviction,shallbe liable to paya fine not

exceeding one (1)Million emalangeniorto a term ofimprisonmentnot

exceedingfifteen(15)yearsortoboth.

(2)Wherethepersonreferredtoundersubsection(1)hasparentalpoweror

controloverthatchild,and thatperson commitstheoffencementioned in

subsection(1),thatpersonshall,onconviction,beliabletopayafineofnot

exceedingone(1)Millionemalangeniortoaterm ofimprisonmentnotexceeding

twenty-five(25)yearsorboth.

Identityrelatedcrimes
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16. Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorinexcess

ofalawfulexcuseorjustification,byusingacomputersystem inanystageofthe

offence,intentionallytransfers,acquires,possessesorusesameansofidentificationof

anotherpersonwiththeintentiontocommit,ortoaidorabet,orinconnectionwith,any

unlawfulactivitythat,commitsanoffenceandisliable,onconviction,toafinenot

exceedingten(10)MillionEmalangeniortoimprisonmentforaperiodnotexceeding

twenty(20)yearsorboth.

CyberbullyingandCyberstalking

17. (1)A person who intentionallyengagesorsolicitsorabetsanotherin the

furtheranceofcyberbullyingofanotherpersoncommitsanoffenceandisliable,on

conviction,toafinenotexceedingfive(5)MillionEmalangeniortoimprisonmentfora

periodnotexceedingfive(5)yearsorboth.

(2)A personwhointentionallyengagesincyberstalkingorsolicitsorabets

anotherinthefurtheranceoftheactofcyberstalkingcommitsanoffenceandisliable,

onconvictiontoafinenotexceedingten(10)Millionortoimprisonmentforaperiodnot

exceedingten(10)yearsorboth.

Extortion

18.Anyperson who intentionallyand unlawfullyuses the internet,emailorany

computersystem platform tocommittheactofextortiononanotherperson,naturalor

juristic,commitsanoffenceandisaliableonconvictiontoafinenotexceedingtwenty

timestheamountsoughttobeextortedorimprisonmentforaperiodnotexceeding(10)

years.

Fakenews

19.Anypersonwho publishesanystatementorfakenewsthroughanymedium,

includingsocialmediawiththeintentiontodeceiveanyotherpersonorgroupof

persons;commitsanoffenceandisliableonconvictiontoafinenotexceedingten(10)

MillionEmalangeniorimprisonmentforaperiodnotexceedingten(10)yearsorboth.

Websitedefacement

20.Apersonwhointentionallyorwithoutlawfulexcusecommitsorparticipateinthe

websitedefacementbelongingtoanotherentitycommitsacrimeandisonconviction

liabletoafinenotexceedingten(10)MillionEmalangeniorimprisonmentforaperiod

notexceedingten(10)yearsorboth.
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Racist,hatespeechorxenophobicmaterial

21. Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorinexcess

ofalawfulexcuseorjustification–

(a)producesracist,hatespeechorxenophobic,materialwiththeintentionof

distributingitthroughacomputersystem;

(b)offersormakesavailableracist,hatespeechorxenophobicmaterial

throughacomputersystem;or

(c)distributes ortransmits racist,hate speech orxenophobic material

throughacomputersystem,

commitsanoffenceandisliable,onconviction,toafinenotexceedingfifteen(15)

MillionEmalangeniortoimprisonmentforaperiodnotexceedingfifteen(15)yearsor

both.

Racist,hatespeechandxenophobicmotivatedinsult

22. Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorinexcess

ofalawfulexcuseorjustificationpublicly,throughacomputersystem,useslanguage

thatharmsthereputationorfeelingsof–

(a)personsforthereasonthattheybelongtoagroupdistinguishedbyrace,

colour,descentornationalorethnicorigin,aswellasreligion,ifusedasa

pretextforanyofthesefactors;or

(b)agroupofpersonswhichisdistinguishedbyanyofthesecharacteristics,

commitsanoffenceandisliable,onconviction,toafinenotexceedingten(10)million

Emalangeniortoimprisonmentforaperiodnotexceedingtwenty(20)yearsorboth.

Genocideandcrimesagainsthumanity

23. Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorinexcess

ofalawfulexcuseorjustificationdistributesorotherwisemakesavailable,througha

computersystem tothepublicortoanotherperson,materialwhichdenies,grossly

minimises,approvesorjustifiesactsconstitutinggenocideorcrimesagainsthumanity

thataids,induces orincites others to commitsuch acts,orincites,instigates,

commands,orprocuresanyotherperson to commitgenocide orcrimesagainst

humanity,commitsanoffenceandisliable,onconviction,toafinenotexceeding one

(1)billionEmalangeniortoimprisonmentforaperiodnotexceedingfifty(50)yearsor

both.
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Traffickinginhumans,endangeredspeciesorillegalmerchandise

24.Apersonwhowithoutjustificationorlawfulexcuseparticipatesinthetraffickingof

humans,endangeredanimals,protectedplantsoranygoodsthatheisnotauthorisedto,

usingelectronicoronlinemethodscommitsanoffenceandisliableonconvictiontoa

finenotexceeding ten (10)million Emalangeniorimprisonmentforaperiod not

exceedingten(10)yearsorboth.

Spam orSpamming

25.(1) Apersonwhointentionallyandwithoutlawfulexcuseorjustification–

(a)initiates the transmission ofspam messages from orthrough a

computersystem;

(b)usesahiddenordisguisedcomputersystem torelayorretransmit

multipleelectronicmailmessages,withtheintentiontodeceiveor

misleadusers,oranyelectronicmailorinternetserviceprovider,asto

theoriginofsuchmessages;or

(c)materially falsifies headerinformation in multiple electronic mail

messages and intentionally initiates the transmission of such

messages,

commitsanoffenceandisliable,onconviction,toafinenotexceedingone(1)million

Emalangeniortoimprisonmentforaperiodnotexceedingthreeyearsorboth.

(2) Itshallnotbeanoffenceunderthissectionwhere–

(a)thetransmissionofmultipleelectronicmailmessagesfrom,orthrough

such computersystem was done within a customerorbusiness

relationship;or

(b)therecipientofsuchelectronicmailmessageshasnotoptedoutof

thebusinessorcustomerrelationship.

Denialofserviceandbotnets

26.(1)Anypersonwho,remotelyorotherwisetakesillegalcontrolofacomputer

system inanetworkoranentirenetworkofcomputersystemsornetworkcomponents,

partiallyorfully,commitsanoffenceandisliableonconvictiontoafinenotexceeding

onehundred(100)millionEmalangeniorimprisonmentforaperiodnotexceeding

twenty(20)yearsorboth.

(2) Anypersonwhointentionally,withoutjustificationcausesorlaunchesan

attackwithdatatrafficonacomputersystem ornetworksoastooverwhelm the

networkresources,resultinginslowedordeniedservice,commitsanoffenceandis
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liableonconvictiontoafinenotexceedingonehundred(100)millionEmalangenior

imprisonmentforaperiodnotexceedingtwenty(20)yearsorboth.

Disclosureofdetailsofaninvestigation

27.Aserviceproviderwhoreceivesanorderrelatedtoacriminalinvestigationthatexplicitly

stipulatesthatconfidentialityistobemaintainedorsuchobligationisstatedbylaw,

andintentionallyandwithoutlawfulexcuseorjustificationorinexcessofalawful

excuseorjustificationdiscloses–

(a)thefactthatanorderhasbeenmade;

(b)anythingdoneundertheorder;or

(c)anydatacollectedorrecordedundertheorder,

commitsanoffenceandisliableonconvictiontoafinenotexceedingone(1)million

Emalangeniortoimprisonmentforaperiodnotexceedingthreeyearsorboth.

Failuretopermitassistance

28.A personwhointentionallyfails,withoutlawfulexcuseorjustification,orin

excessofalawfulexcuseorjustificationtopermitorassistapersonbasedonan

orderspecifiedinsections30to32,commitsanoffenceandisliableonconvictionto

afinenotexceedingone(1)millionEmalangeniortoimprisonmentforaperiodnot

exceedingthree(3)yearsorboth.

Harassmentutilisingmeansofelectroniccommunication

29.Apersonwhointentionallyandwithoutlawfulexcuseorjustificationorinexcessof

alawfulexcuseorjustificationinitiatesanyelectroniccommunication,withtheintention

tocoerce,intimidate,insult,harass,orcauseemotionaldistresstoaperson,usinga

computersystem,tosupporthostilebehaviour,commitsanoffenceandisliable,on

conviction,toafinenotexceedingten(10)millionEmalangeniortoimprisonmentfora

periodnotexceedingten(10)yearsorboth.

Violationofintellectualpropertyrights

30.Anypersonwhousesanycomputerorelectronicdevicetoviolateanyintellectualproperty

rightsprotectedunderanylawortreatyapplicabletointellectualpropertyrightsinthe

Kingdom ofEswatini,commits an offence underthis Actand shallbe liable on

conviction,inadditiontoanypenaltyorreliefprovidedundertheintellectualproperty

lawinquestion,toafinenotexceedingten(10)millionEmalangeniortoimprisonment
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foraperiodnotexceedingten(10)yearsorboth.

Attempting,abettingorconspiring

31.(1) AnypersonwhoattemptstocommitanyoffenceunderthisAct,oraids,abetsor

doesanyactpreparatorytoorinfurtheranceofthecommissionofanoffenceunder

thisAct;orconspireswithanothertocommitanyoffenceunderthisAct,commitsan

offenceandisliable,onconviction,tothepenaltyprovidedforthatoffenceunderthis

Act.

2. Forthepurposesofthissection,"attempt"shallhavethemeaningascribedtoit

undertheCriminalProcedureandEvidenceAct,1938.

PARTIII

EXTRATERRITORIALJURISDICTION

Extraterritorialjurisdiction

32. (1) ThecourtsintheKingdom ofEswatinishallhavejurisdictiontotryany

offenceunderthisActwhereanactoromissionconstitutinganoffenceunderthisAct

hasbeencommittedwhollyorinpart–

(a)withintheterritoryoftheKingdom ofEswatini;

(b)onanaircraftorvesselregisteredintheKingdom ofEswatini;

(c)byanationaloftheKingdom ofEswatinioutsidetheterritoryofthe

Kingdom ofEswatini,iftheperson’sconductwouldalsoconstitutean

offenceunderalawofthecountrywheretheoffencewascommitted;

(d)byaperson,irrespectiveofthenationalityorcitizenshipoftheperson,

whentheoffenceiscommittedwithintheterritoryoftheKingdom of

EswatinioroutsidetheboardersofEswatiniwithdirectimpacttothe

Kingdom ofEswatini;or,

(e)usingequipment,software,ordatalocatedwithin theKingdom of

Eswatini,regardlessofthelocationoftheperson;ordirectedagainst

equipment,software,or data located in the Kingdom of Eswatini

regardlessofthelocationoftheperson.

Extraditionandmutuallegalassistance

33. AnyoffenceundertheprovisionsofthisActshallbeconsidered to bean
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extraditablecrimeforwhichextraditionandormutuallegalassistancemaybegranted

orobtainedundertheapplicablelawsofEswatini.

PARTIV

PROCEDURALLAW

Searchandseizure

34. (1)IfaCourtissatisfiedonthebasisofanapplicationbyalaw enforcement

agentsupportedbyaffidavitthattherearereasonablegroundstosuspectortobelieve

thattheremaybeinaplaceathingorcomputerdata–

(a)thatmaybematerialasevidenceinprovinganoffence;or

(b)thathasbeenacquiredbyapersonasaresultofanoffence,

the Courtmayissue a warrantauthorizing the law enforcementagent,with any

assistancethatmaybenecessary,toentertheplacetosearchandseizethethingor

computerdata,includingsearchorsimilaraccessof–

(i)acomputersystem orpartofitandcomputerdatastoredtherein;

or

(ii)acomputer-datastoragemedium inwhichcomputerdatamay

bestoredintheterritoryofEswatini.

(2) Ifalaw enforcementagentundertakingasearchundersection26(1)has

groundstobelievethatthedatasoughtisstoredinanothercomputersystem orpartof

itinanotherterritory,andthatdataislawfullyaccessiblefrom oravailabletotheinitial

system,thelaw enforcementagentmayexpeditiouslyextendthesearchorsimilar

accessingoftheothersystem.

(3)A law enforcementagentundertakingasearchisempoweredtoseizeor

securecomputerdataaccessedundersub-sections(1)or(2).

Assistance

35. (1) IfaCourtissatisfiedonthebasisofanapplicationbyalawenforcement

agent,supportedbyaffidavitthattherearereasonablegroundstosuspectortobelieve

thattheremaybeinaplaceathingorcomputerdata–

(a)thatmaybematerialasevidenceinprovinganoffence;or

(b)thathasbeenacquiredbyapersonasaresultofanoffence,
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theCourtmayissueawarrantauthorizingalawenforcementagent,withanyassistance

thatmaybenecessary,from anyperson,whoisnotasuspectofacrimeorotherwise

excludedfrom anobligationtofollow thatorder,butwhohasknowledgeaboutthe

functioningofthecomputersystem ormeasuresappliedtoprotectthecomputerdata

inthecomputersystem thatisthesubjectofasearchundersection26.

(2)Anyperson,whoisnotasuspectofacrimeorotherwiseexcludedfrom an

obligationtofollow suchorder,butwhohasknowledgeaboutthefunctioningofthe

computersystem ormeasuresappliedtoprotectthecomputerdatainthecomputer

system thatisthesubjectofasearchundersection26shallpermit,andassistif

reasonablyrequiredandrequestedbythepersonauthorizedtomakethesearchby–

(a)providing information thatenables the undertaking ofmeasures

referredtoinsection26;

(b)accessingandusingacomputersystem orcomputerdatastorage

medium tosearchanycomputerdataavailabletoorinthesystem;

(c)obtainingandcopyingsuchcomputerdata;

(d)usingequipmenttomakecopies;and

(e)obtaininganintelligibleoutputfrom acomputersystem insucha

formatthatisadmissibleforthepurposesoflegalproceedings.

Productionorder

36. IfaCourtissatisfiedonthebasisofanapplicationbyalawenforcementofficer

orpoliceofficerthatspecifiedcomputerdata,oraprintoutorotherinformation,is

reasonablyrequiredforthepurposeofacriminalinvestigationorcriminalproceedings,

theCourtmayorderthat–

(a)apersonintheterritoryofEswatiniincontrolofacomputersystem

producefrom thesystem specifiedcomputerdataoraprintoutor

otherintelligibleoutputofthatdata;or

(b)aserviceproviderin Eswatinitoproduceinformationaboutpersons

whosubscribetoorotherwiseusetheservice.

Expeditedpreservationoftrafficdata

37.(1) Iflawenforcementagentissatisfiedthattherearegroundstobelievethat

computerdata thatis reasonably required forthe purposes of a criminal

investigationisparticularlyvulnerabletolossormodification,thelawenforcement

agentmay,bywrittennoticegiventoapersonincontrolofthecomputerdata,
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requirethepersontoensurethatthedataspecifiedinthenoticebepreservedfora

periodofuptotwentyeight(28)daysasspecifiedinthenotice.

(2) Theperiodspecifiedinsubsection(1)maybeextendedbeyondtwenty

eight(28)daysif,onanapplicationtheCourtauthorizesanextensionforafurther

specifiedperiodoftime.

Partialdisclosureoftrafficdata

38.Ifalawenforcementagentissatisfiedthatcomputerdataisreasonablyrequired

forthepurposesofacriminalinvestigation,alawenforcementagentmay,bywritten

noticegiventoapersonincontrolofthecomputersystem,requirethepersonto

discloserelevanttrafficdataaboutaspecifiedcommunicationsto identifythe

serviceprovider;orthepaththroughwhichacommunicationwastransmitted.

Collectionoftrafficdata

39.(1) IfaCourtissatisfiedonthebasisofanapplicationbyalawenforcement

agent,supportedbyaffidavitthattherearereasonablegroundstosuspectorbelieve

thattrafficdataassociatedwithaspecifiedcommunicationisreasonablyrequired

forthepurposesofacriminalinvestigation,theCourtmayorderapersonincontrol

ofthatdatato–

(a)collect or record traffic data associated with a specified

communicationduringaspecifiedperiod;or

(b)permitandassistaspecifiedpoliceofficertocollectorrecordthat

data.

(2) IfaCourtissatisfiedonthebasisofanapplicationbyalawenforcement

agent,supportedbyaffidavitthattherearereasonablegroundstosuspectorbelieve

thattrafficdataisreasonablyrequiredforthepurposesofacriminalinvestigation,the

Courtmayauthorize the law enforcementagentto collectorrecord traffic data

associated with a specified communication during a specified period through

applicationoftechnicalmeans.

Interceptionofcontentdata

40.(1) IfaCourtissatisfiedonthebasisofanapplicationbyalawenforcement

agent,supportedbyaffidavitthattherearereasonablegroundstosuspectorbelieve

thatthecontentofelectroniccommunicationsisreasonablyrequiredforthe

purposesofacriminalinvestigation,theCourtmay–
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(a)orderaserviceproviderwhoseserviceisavailablein Eswatini

throughapplicationoftechnicalmeans,tocollectorrecordorto

permitorassistcompetentauthorities with the collection or

recording of content data associated with specified

communicationstransmittedbymeansofacomputersystem;or

(b)authorizealaw enforcementagenttocollectorrecordthatdata

throughapplicationoftechnicalmeans.

Forensictool

41. (1) IfaCourtissatisfiedonthebasisofanapplicationbyalawenforcement

agent,supportedbyaffidavitthatinaninvestigationconcerninganoffencelistedin

subsection10,therearereasonablegroundstobelievethatessentialevidencecannot

becollectedbyapplyingotherinstrumentslistedinthisPart,butisreasonablyrequired

forthepurposesofacriminalinvestigation,theCourtmayauthorizealawenforcement

agenttousearemote,orotherwise,forensictoolwiththespecifictaskrequiredforthe

investigationandinstallitonthesuspect’scomputersystem inordertocollectthe

relevantevidence.

(2) The application under subsection (1) shallcontain the following

information–

(a)thesuspectoftheoffence,ifavailablewithnameandaddressif

available;

(b)descriptionofthetargetedcomputersystem;

(c)description ofthe intended measure,extentand duration ofthe

utilization;

(d)reasonsforthenecessityoftheutilization.

(3) Itshallbeaconditionoftheauthorisationthatsuchinvestigationshall

ensurethatmodificationstothecomputersystem ofthesuspectarelimitedtothose

modificationsessentialfortheinvestigationandthatanychangesifpossiblecanbe

undoneaftertheendoftheinvestigation.

(4) Duringtheinvestigation,itshallbenecessarytolog–

(a)thetechnicalmeansusedandtimeanddateoftheapplication;

(b) the identification of the computer system and details of the

modificationsundertakenwithintheinvestigation;and

(c)anyinformationobtained.

(5) Informationobtainedbytheuseofsuchtoolshallbeprotectedagainst

anymodification,unauthorizeddeletionandunauthorizedaccess.
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(6) Thedurationofauthorizationshallbelimitedto3months,renewableon

justifiablegrounds,andwheretheconditionsoftheauthorizationarenolongermet,the

actiontakenshallbestoppedimmediately.

(7) Theauthorizationtoinstallthetoolshallincluderemotelyaccessingthe

suspect’scomputersystem.

(8) Wheretheinstallationprocessrequiresphysicalaccesstoaplace,the

requirementsofsection26shallbefulfilled.

(9) Alaw enforcementagentmay,pursuanttotheorderofacourtgranted

undersubsection(1)requestthataserviceprovidersupporttheinstallationprocess.

(10) Theoffenceswheresubsection(1)isapplicableinclude–

(a)murderortreason;

(b)kidnappingorabductionorhumantraffickingorchild

pornographyorgrooming;

(c)moneylaundering;

(d)producing,manufacturing,supplyingorotherwisedealingin

anydangerousdrug;

(e)importingorexportingaharmfuldrug;

(f)importing,exportingortrans‐shippinganyfirearm or

ammunition;

(g)manufactureof,ordealing,infirearmsorammunition,or

explosives

(h)illegalpossessionofaprohibitedweaponoranyotherfirearm or

ammunition

(i)anoffenceunderthePreventionofCorruptionAct,2006;

(j)arson;

(k)hijackingandterrorism offences;or

(l)attemptingorconspiringtocommit,oraiding,abetting,or

procuringthecommissionof,anoffencefallingwithinanyofthe

precedingparagraphs.

PARTV

LIABILITY

Nomonitoringobligation

42. WhenprovidingtheservicesunderthisPart–

(1) Aserviceprovidershallhavenogeneralobligationtomonitorthedata

whichittransmitsorstores;oractivelyseekfactsorcircumstancesindicatingan
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unlawfulactivity.

(2) TheMinistermay,subjecttotheprovisionsofanyotherlaw,prescribe

proceduresforserviceprovidersto–

(a)inform the competentpublic authorities ofalleged illegal

activitiesundertakenorinformationprovidedbyrecipientsoftheir

service;and

(b)communicatetothecompetentauthorities,attheirrequest,

informationenablingtheidentificationofrecipientsoftheirservice.

Accessprovider

43. (1) Anaccessprovidershallnotbecriminallyliableforprovidingaccessand

transmittinginformationiftheaccessprovider–

(a)doesnotinitiatethetransmission;

(b)doesnotselectthereceiverofthetransmission;or

(c)doesnotselectormodifytheinformationcontainedinthe

transmission.

(2) Theactsoftransmissionandprovisionofaccessreferredtoinsubsection

(1)include the automatic,intermediate and transientstorage ofthe information

transmittedinsofarasthistakesplaceforthesolepurposeofcarryingoutthe

transmissioninthecommunicationnetwork,andprovidedthattheinformationisnot

storedforanyperiodlongerthanisreasonablynecessaryforthetransmission.

Hostingprovider

44. (1) Ahostingprovidershallnotbecriminallyliablefortheinformationstored

attherequestofauseroftheservice,if–

(a)thehostingproviderexpeditiouslyremovesordisablesaccess

totheinformationafterreceivinganorderfrom anypublicauthority

orcourttoremovespecificillegalinformationstored;or

(b)thehostingprovider,uponobtainingknowledgeorawareness

aboutspecificillegalinformationstored,byotherwaysthanan

order from a public authority, expeditiously informs the

Commission to enable them to evaluate the nature of the

informationandifnecessaryissueanordertoremovethecontent.

(2) Subsection(1)shallnotapplywhentheuseroftheserviceisactingunder

theauthorityorthecontrolofthehostingprovider.
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(3) Wherethehostingproviderremovesthecontentafterreceivinganorder

pursuanttosub-section(1)liabilityshallnotarisefrom contractualobligationswithits

customertoensuretheavailabilityoftheservice.

Cachingprovider

45. Acachingprovidershallnotbecriminallyliablefortheautomatic,intermediate

andtemporarystorageofinformation,performedforthesolepurposeofmakingmore

efficienttheinformation'sonwardtransmissiontootherusersoftheserviceupontheir

request,if–

(a)thecachingproviderdoesnotmodifytheinformation;
(b)thecachingprovidercomplieswithconditionsofaccesstothe

information;
(c)thecachingprovidercomplieswithrulesregardingtheupdating

ofthe information,mannerwidely recognised and used by
industry;

(d)thecachingproviderdoesnotinterferewiththelawfuluseof
technology,widelyrecognisedandusedbyindustry,toobtain
dataontheuseoftheinformation;and

(e)thecachingprovideractsexpeditiouslytoremoveortodisable
accesstotheinformationithasstoreduponobtainingactual
knowledgeofthefactthattheinformationattheinitialsourceof
thetransmissionhasbeenremovedfrom thenetwork,oraccess
toithasbeendisabled,orthatacourtorotherrelevantauthority
hasorderedsuchremovalordisablement.

Hyperlinksprovider

46. AnInternetserviceproviderwhoenablesaccesstoinformationprovidedbya

thirdpartybyprovidinganelectronichyperlinkshallnotbeliablefortheinformation

wheretheInternetserviceprovider–

(a)expeditiouslyremovesordisablesaccesstotheinformation

afterreceivinganorderfrom anypublicauthorityorcourttoremove

thelink;or

(b)uponobtainingknowledgeorawarenessaboutspecificillegal

information stored byotherwaysthan an orderfrom a public

authority,expeditiouslyinformstherelevantauthorityto enable

them toevaluatethenatureoftheinformationandifnecessary

issueanordertoremovethecontent.

Searchengineprovider
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47. (1) A serviceproviderwhomakesoroperatesasearchenginethateither

automaticallyorbasedonentriesbyothers,createsanindexofInternet-relatedcontent

ormakesavailableelectronictoolstosearchforinformationprovidedbyathirdpartyis

notliableforsearchresultsifthatprovider–

(a)doesnotinitiatethetransmission;

(b)doesnotselectthereceiverofthetransmission;or

(c)doesnotselectormodifytheinformationcontainedinthe

transmission.

PARTVI

GENERALPROVISIONS

LimitationofLiability

48. NeithertheState,membersoftheCommissionnoranypublicofficeror

employeeshallbeliableinrespectoftheperformanceofanyactoranyomissionwhere

thatactoromissionwasdoneingoodfaithandwithoutgrossnegligenceinaccordance

withtheprovisionsofthisAct.

Forfeitureofassets

49. (1) TheCourtinimposingsentenceonanypersonwhoisconvictedofan

offenceunderthisActmayalsoorderthattheconvictedpersonforfeitstotheState–

(a)any asset,money orproperty (whetherrealorpersonal)

constitutingortraceabletotheproceedsoftheoffence;and

(b)anycomputer,equipment,softwareorothertechnologyusedor

intendedtobeusedtocommitortofacilitatethecommissionof

theoffence.

(2) Anyperson convicted ofan offence underthis Actshallforfeitthe

passportorinternationaltravellingdocumenttotheStateuntilthepersonhaspaidthe

finesorservedthesentenceimposed.

(3) Notwithstandingsubsection(2),thecourtmay–

(a) forthepurposesofallowingtheconvictedpersontotravelabroad

formedicaltreatment;



30

(b) intheinterestofthepublic;and

(c) uponapplication,

grantanorderthatthepassportortravellingdocumentoftheconvictedpersonbe

releasedtothatperson.

Generalprovisiononcybercrimes

50. ExceptasprovidedforinthisAct,anyoffenceunderanyActwhichiscommitted

inwholeorinpartthroughtheuseofacomputer,electronicdeviceorinelectronicform

isdeemedtohavebeencommittedunderthatActandtheprovisionsofthatActshall

applywiththenecessarymodificationtothepersonwhocommitstheoffence.

Offencebybodycorporateandunincorporate

51. IfabodycorporateorunincorporateisconvictedofanoffenceunderthisAct,every

personwho-

(a) isadirectorof,orisotherwiseconnectedwiththemanagementof

thebodycorporateorun-incorporate;

(b) isinthemanagementofthebodycorporateorun-incorporate;and

(c) knowinglyauthorisedorpermittedorcondonedtheactoromission

constitutingtheoffence,

shallbedeemedtohavecommittedthesameoffenceandmaybeproceededagainst

andpunishedaccordingly.

Admissibilityofevidence

52. (1)Thebestevidenceruleinrespectofanelectronicrecordissatisfied-

(a)onproofoftheintegrityoftheelectronicrecordssystem inorbywhichthe

datacontainedintheelectronicrecordwasrecordedorstored;or

(b)iftheelectronicrecordcontainsasecureelectronicsignaturethatwasadded

whenthe

electronicrecordwasfirstgeneratedinitsfinalform andthatcanbeusedto

verify

thattheelectronicrecordhasnotbeenchangedsincethattime.

(2)Notwithstandingsubsection(1),intheabsenceofevidencetothecontrary,an

electronic

record in the form ofa printoutsatisfies the bestevidence rule if,in anylegal
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proceedings,theprintouthasbeenmanifestlyandconsistentlyactedon,reliedonor

usedasarecordoftheinformationrecordedorstoredintheprintout

(3)Apersonwhoseekstoadmitanelectronicrecordinanylegalproceedingsas

evidencehastheburdenofprovingitsauthenticitybygivingevidencecapableof

supportingafindingthattheelectronicrecordisthatwhichthepersonpurportsittobe.

Regulations

53. (1) TheMinistermay,inconsultationwiththeCommissionmakeregulations

regardinganymatterwhichbythisActisrequiredorpermittedtobeprescribedor

whichisnecessaryorexpedienttobeprescribedforcarryingoutorgivingeffecttothe

provisionsofthisActandmayincluderegulationson–

(a)interceptionofcomputerdatacommunicationincludingbutnot

limitedtothesecurity,functionalandtechnicalrequirementsfor

interception;

(b)thedeclarationofcriticalinformationinfrastructure,including

butnotlimited to,theidentification,securing theintegrityand

authenticityof,registration,andotherproceduresrelatingtocritical

informationinfrastructure;

(c)theliabilityofaccessproviderswhichmayincludethesecurity,

functionalandtechnicalrequirementsforthepurposesofPartVIof

thisAct.

(2) The Commission may,with the approvalofthe Minister,issue any

guidelinesthatmayberequiredforthecarryingoutoftheprovisionsofthisAct.

___________________________________


