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THEELECTRONICCOMMUNICATIONSANDTRANSACTIONS

BILL,2020

(BillNo…of2020)

(TobepresentedbytheMinisterforInformationCommunicationsandTechnology)

MEMORANDUM OFOBJECTSANDREASONS

TheobjectoftheActistoprovidefor-

(a) the regulation of electronic transactions and electronic

communications;

(b) thefacilitationoftheuseofe-governmentservices;

(c) theprotectionofconsumers;

(d) thelimitationoftheliabilityofserviceproviders;and

(e) incidentalmatters.

________________

S.M.M KHUMALO

ATTORNEY-GENERAL

ABILL

Entitled

ANACTtoregulateelectronictransactions,electroniccommunicationsandthe

useofe-governmentservicesandtoprovideforincidentalmatters.

ENACTEDbytheKingandParliamentofEswatini.
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PARTI

PRELIMINARYPROVISIONS

ShorttitleandCommencement

1. (1) This Act may be cited as the Electronic Communications and

TransactionsAct,2020.

(2) ThisActshallcomeintoforceonadateastheMinistermaybynotice

publishedintheGazette,determine.

Interpretation

2. InthisAct,unlessthecontextotherwiserequires-

"addressee"inrespectofanelectroniccommunication,meansapartywhoisintended

bytheoriginatortoreceiveelectroniccommunication,butdoesnotincludetheparty

actingasanintermediaryinrespectofthatelectroniccommunication;

“automatedmessagesystem”meansapre-programmedsystem,orotherautomated

system,usedtoinitiateanactionorrespondtoelectroniccommunications;orgenerate

otherperformancesinwholeorinpartwithoutreview orinterventionbyapartyeach

timeanactionisinitiatedoraresponseisgeneratedbythesystem;

“cache”meanshigh-speedmemorythatstoresdataforrelativelyshortperiodsinan

informationsystem inordertospeedupdatatransmissionorprocessing;
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“Commission”meansmeanstheEswatiniCommunicationsCommission,established
undertheEswatiniCommunicationsCommissionAct,2013;

“consumer”meansany person whoentersorintendstoenterintoanelectronic

transactionwithasupplierforthegoodsorservicesofferedbythatsupplierforown

useorconsumption;

“cryptographyprovider”meansanypersonwhoprovidesorwhoproposestoprovide

cryptographyservicesorcryptographyproductsorsystems;

“cryptographyservice”meansanyservicewhichisprovidedtoasenderorarecipientof

anelectroniccommunication,ortoanyonestoringanelectroniccommunicationwhich

isdesignedtofacilitatetheuseofcryptographictechniquesforthepurposeofensuring

-

(a) thatsuchdataorelectroniccommunicationcanbeaccessedorcanbe

putintoanintelligibleform onlybycertainpersons;

(b) thattheauthenticityorintegrityofsuchdataorelectroniccommunication

iscapableofbeingascertained;

(c) theexclusionofthesupplyof,orofanyrighttousecomputersoftwareor

computerhardwareexceptwherethesupplyisintegraltotheprovisionof

cryptographyservicesnotconsistinginsuchsupply.

“datamessage”meansinformationgenerated,sent,received,orstoredbyelectronic,

magnetic,opticalorsimilarmeansincludingbutnotlimitedto,electronicdata

interchange(EDI),electronicmail,mobilecommunications(suchasSMSmessages)

andaudioorvideorecordings;

“directcosts”meancostsincurredwhenreturninggoodsorservicessuchastransport

costsorpostagecostsbutexcludesanyhandlingfees;

“Director’’meanstheDirectorresponsibleforCommunications;

“e-governmentservices”meansanypublicserviceprovidedbymeansofelectronic

communicationsbyanypublicofficeoranyautomatedmeansintendedforpublic

service;

“electroniccommunicationsservice”shallhavethesamemeaningasintheElectronic

CommunicationsAct,2013;

"end-user"meansapersonwhohascontractedfor,orwhorequestsacommunications

service

“electroniccommunication”meanscommunicationmadebymeansofadatamessage;
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“electronicdatainterchange(EDI)”meanstheelectronictransferofstructureddata

from oneinformationsystem toanotherinaccordancewithagreedstandards;

“electronicrecord”meansarecordintheform ofastoredelectroniccommunication;

“electronicsignature”meansdata,includinganelectronicsound,symbolorprocess

executedoradoptedtoidentifyapartyandtoindicatetheapprovalorintentionofthat

partyinrespectoftheinformationcontainedintheelectroniccommunicationand

whichisattachedtoorlogicallyassociatedwithsuchelectroniccommunication;

“electronictransaction”meansa transaction,action orsetofactionsofeithera

commercialoranon-commercialnature,andincludestheprovisionofinformationore-

governmentservices;

“information”includesdata,text,images,sound,codes,computerprograms,software

anddatabases;

“informationsystem”meansadeviceorgroupofinterconnectedorrelateddevices,

includingtheInternet,oneormorewhich,pursuanttoaprogram,performsautomatic

processingofdataoranyotherfunctions;

“informationsystem services”meansprovidingtheconnectionandnetworkfacilities

necessaryfortransmitting,hostingandroutingelectroniccommunicationsbetweenor

among points specified bya userofdata ofthe choosing ofthe user,without

modificationtothecontentofthedatasent,storedorreceived;

“intermediary”meansapersonwho,onbehalfofanotherperson,whetherasagentor

not,sends,receivesorstoresthatelectroniccommunicationorprovidesotherservices

withrespecttothatelectroniccommunication;

“internet”meanstheinterconnected system ofnetworksthatconnectscomputers

aroundtheworldusingtheTCP/IPandincludesfutureversionsarisingfrom it;

“law”includesanyinstrumentshavingtheforceoflawandanyunwrittenruleoflaw;

“Minister”meansMinisterresponsibleforcommunications;

“originator”meansapersonorpartybywhom,oronwhosebehalf,theelectronic

communicationpurportstohavebeensentorgeneratedpriortostorageifany,butit

doesnotincludeapersonorpartyactingasanintermediarywithrespecttothat

electroniccommunication;

“place ofbusiness”means any place where a party maintains a non-transitory

establishmenttopursueaneconomicactivityotherthanthetemporaryprovisionof

goodsorservicesoutofaspecificlocation;

“prescribe”meansprescribebyregulationunderthisAct;
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“program”meansasetofinstructionsfixedorstoredinanymannerorform andwhich,

whenuseddirectlyorindirectlyinanautomatedsystem,directsitsoperationstobring

aboutaresult;

“publicbody”meansdepartmentorministryoftheGovernment,organofState,public

enterpriseorservicecommission;

“relevantauthorities”meansauthoritiesprovidedforandspecifiedinthisActorany

otherpersonorabodyastheMinistermayappointbynotificationinGazetteinrelation

toadministrationandenforcementofanymattergovernedbythisActanda“relevant

authority”isanyoneofthem;

“relevantsubjects”meanspersonsorentitiesregulatedbyrelevantauthorities;

“relevantpartsofthisAct”referstoPartsofthisActadministeredandenforcedby

relevantauthorities;

“secureelectronicsignature”meansasignaturedulyrecognisedintermsofsection7,

whichiscreatedandcanbeverifiedthroughtheapplicationofasecurityprocedureor

combinationofsecurityproceduresthatensuresthatanelectronicsignature-

(a)isuniquetothesignerforthepurposeforwhichitisused;

(b)canbeusedtoidentifyobjectivelythesigneroftheelectroniccommunication;

(c)wascreatedandaffixedtotheelectroniccommunicationbythesigneror

usingameansunderthesolecontrolofthesigner;and

(d)wascreatedandislinkedtotheelectroniccommunicationtowhichitrelates

inamannersuchthatanychangesintheelectroniccommunicationwouldbe

revealed.

“serviceprovider”meansapersonorpartythatmakesinformationsystem services

available;

“signed”or“signature”anditsgrammaticalvariationsincludeanysymbolexecutedor

adopted,oranymethodologyorprocedureemployedoradopted,byapersonwiththe

intentionofauthenticatingarecord,includingelectronicordigitalmethods.

Application

3. (1) ThisActshallapplyinrespectofanyelectronictransactionor,electronic

communicationusedorintendedtobeusedinrelationtoanelectronictransaction,

exceptwhereandifapplicable,totheextentthatitisexcludedinsubsection(3).

(2) ThisActdoesnotlimittheoperationofanylawthatexpresslyauthorises

orregulatestheuseofelectroniccommunications,includinganyrequirementbyor



8

underalawforinformationtobepostedordisplayedinaspecifiedmanner,orforany

informationordocumenttobetransmittedbyaspecifiedmethod.

(3) TheprovisionsofPartsIIandIIIshallnotapplytoanylawrequiringwriting

orsignaturesin-

(a)thecreationorexecutionofawill;

(b)negotiableinstruments;

(c)the creation,performance orenforcementofan indenture,

declarationoftrustorpowerofattorneywiththeexceptionof

constructiveandresultingtrusts;

(d)anycontractforthesaleorotherdispositionofimmovable

property,oranyinterestinsuchproperty;

(e)theconveyanceofimmovablepropertyorthetransferofany

interestinimmovableproperty;or

(f)documentsoftitle.

(4) NothinginthisActshallbeconstruedasrequiringanypersontouseorto

acceptelectroniccommunicationsorprohibitingapersonengaginginanelectronic

transactionorelectroniccommercefrom establishingreasonablerequirementsabout

themannerinwhichitwillacceptelectroniccommunications.

(5) Notwithstanding theprovisionsofsubsection(3),anagreementbya

persontouseoracceptelectroniccommunicationsmaybeinferredfrom theconduct

ofthatperson.

(6) PartVIofthisActshallnotapplytothenationalintelligenceagenciesand

suchinstitutionsastheMinistermayexemptbynoticepublishedinthegazette.

Variationbyagreement

4. (1) Theprovisionsofsections5and6maybevariedbyagreementbetween

thepartiesinvolvedinthecreating,generating,sending,receiving,storageorotherwise

processingorusingtheelectronicrecord.

(2) Subsection(1)doesnotaffectanyrightthatmayexisttomodifyby

agreementanylawreferredtoinPartII.
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PARTII

LEGALEFFECTOFELECTRONICCOMMUNICATION

Legalrecognitionofelectroniccommunications

5. (1) Adatamessageshallnotbedeniedlegaleffect,validityorenforceability

onthegroundthatitisintheform ofanelectroniccommunication.

(2) Adeclaration,statementoractionshallnotbedeniedlegaleffect,validity

orenforceability solely on the grounds thatitis in the form ofan electronic

communication.

(3) A record orinformation shallnotbe denied legaleffect,validityor

enforceabilityonthegroundthatitisnotcontainedinthedatamessagethatisgiving

risetoitslegaleffect,validityorenforceabilitybutitisreferredtoinsuchdatamessage.

(4) Informationincorporatedinarecordoragreementshallberegardedas

havingbeenincorporatedintoadatamessageifsuchinformationis-

(a)referredtoinawayinwhichanypersonwouldhavenoticedthe

referencetoitandincorporationofit;or

(b)accessiblein aform in which itmayberead,stored,and

retrievedbytheotherpartywhetherelectronicallyorasacomputer

printoutaslongassuchinformationisreasonablycapableofbeing

reducedintoelectronicform bythepartyincorporatingit.

Writing

6. (1) Wherealawrequiresanyinformationorrecordtobeinwritingorprovides

forcertainconsequencesifitisnot,anelectroniccommunicationsatisfiesthatlawif

theinformationorrecordisaccessiblesoastobeusableforsubsequentreference.

(2) Subsection(1)applieswhethertherequirementisintheform ofan

obligationorwhetherthelaw simplyprovidesconsequencesfortheinformationnot

beinginwriting.

(3) Forthepurposesofthissection,anelectroniccommunicationincludes-

(a)makinganapplication;

(b)making,filingorlodgingaclaim;

(c)giving,sendingorservinganotification;

(d)filingorlodgingareturn;
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(e)makingarequest;

(f)makingadeclarationordemand;

(g)filing,lodgingorissuingacertificate;

(h)making,varyingorcancellinganelection;

(i)filingorlodginganobjection;

(j)givingastatementofreasons;and

(k)anyothersuchdocumentorinstrumentasmaybeprescribedby

Regulation.

Electronicsignature

7. (1) Wherealawrequiresthesignatureofaperson,thatrequirementshallbe

fulfilledbyanelectronicsignatureasprescribedbyregulationsundertheElectronic

Records(SecureElectronicSignature)Regulations,2010andthisAct.

(2) Therequirementforanelectronicsignaturereferredtoinsubsection(1)

shallbemetwhere-

(a)themethodisusedtoidentifythepersonandtoindicatethe

intentionofapersoninregardtotheinformationcommunicated;

and

(b)atthetimethemethodwasused,themethodwasasreliableas

wasappropriateforthepurposesforwhichtheinformationwas

communicatedinlightofalltherelevantcircumstances.

(3) Wheretwopersonsagreetomakeuseofelectronicsignatures,theymay

agreetouseanymethodofsigningastheyconsiderappropriate.

(4) Subsection(1)applieswhethertherequirementreferredtoinsubsection

(1)isintheform ofanobligationorwhetherthelaw providesconsequencesforthe

absenceofasignature.

(5) Anelectronicsignaturethatisnotasecureelectronicsignatureisnot

subjecttothepresumptionssetoutinsection5.

PARTIII

ELECTRONICTRANSACTIONS
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Formationandvalidityofcontracts

8. (1) Whereanelectroniccommunicationisusedintheformationofacontract,

thatcontractshallnotbedeniedlegaleffect,validityorenforceabilityonthesole

groundthatanelectroniccommunicationwasusedtomakeanofferortoacceptan

offerforthatpurpose.

(2) Aproposaltoconcludeacontractmadethroughoneormoreelectronic

communicationswhichisnotaddressedtooneormorespecificparties,butisgenerally

accessibletopartiesmakinguseofinformationsystemsincludingaproposalthat

makes use ofinteractive applications forthe placementoforders through such

informationsystems,istobeconsideredasaninvitationtomakeanoffer,unlessit

clearlyindicatestheintentionofthepartymakingtheproposaltobeboundincaseof

acceptance.

Variationbyagreement

9. TheprovisionsunderthisPartapply,unlessthepartiesinvolvedingenerating,

sending,receiving,storingorotherwiseprocessingelectroniccommunications,have

agreedotherwise.

Timeofdispatchofelectroniccommunications

10. (1) Thedispatchofanelectroniccommunicationoccurswhenitentersan

informationsystem outsidethecontroloftheoriginatororofthepersonwhosentthe

electroniccommunicationonbehalfoftheoriginator.

(2) Wheretheoriginatorand theaddresseeareinthesameinformation

system,thedispatchofanelectroniccommunicationoccurswhenitiscapableofbeing

retrievedbytheaddressee.

Timeofreceiptofelectroniccommunications

11. (1) Iftheaddresseehasdesignatedaninformationsystem forthepurposeof

receiving electronic communications, the time of receipt of an electronic

communicationisdetermined-

(a) at the time when the electronic communication enters the

designatedinformationsystem;or

(b) when the electronic communication is sentto an information

system oftheaddresseethatisnotthedesignatedinformation
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system,atthetimewhentheelectroniccommunicationiscapable

ofbeing retrieved by the addressee atthataddress and the

addresseebecomesawarethattheelectroniccommunicationhas

beensenttothataddress.

(2) Anelectroniccommunicationisdeemedtobecapableofbeingretrieved

bytheaddresseeforthepurposesofsection10(2)whenitreachestheelectronic

addressoftheaddressee.

(3) Iftheaddresseehasnotdesignatedaninformationsystem,receiptoccurs

whentheelectroniccommunicationisretrievedbytheaddressee,orshouldreasonably

havebeenretrievedbytheaddressee.

Placeofdispatchandreceiptofelectroniccommunications

12. (1) Anelectroniccommunicationisdeemedtohavebeendispatchedatthe

placewheretheoriginatorhasitsplaceofbusiness,andisdeemedtobereceivedatthe

placewheretheaddresseehasitsplaceofbusiness.

(2) Forthepurposesofsubsection(1)-

(a) iftheoriginatorortheaddresseehasmorethanoneplaceof

business,theplaceofbusinessis-

(i)thatwhichhastheclosestrelationshiptotheunderlying

transactionhavingregardtothecircumstancesknownor

contemplatedbythepartiesatanytimebeforeoratthe

conclusionofthecontract;or,

(ii)ifthereisnounderlyingtransaction,theprincipalplaceof

business.

(b) iftheoriginatorortheaddresseedoesnothaveaplaceofbusiness,

reference is to be made to thatperson’s habitualplace of

residence;and

(c) the“usualplaceofresidence”,inrelationto abodycorporate,

means the place where itis incorporated orotherwise legally

constituted.

(3) This section shallapply notwithstanding thatthe place where the

informationsystem supportinganelectronicaddressislocatedmaybedifferentfrom

theplacewheretheelectroniccommunicationisdeemedtobedispatchedordeemed

tobereceivedunderthissection.
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Timeofcontractformation

13. (1) Where parties conclude a contract by means of electronic

communications,suchcontractisformedatthetimewhen,andtheplacewherethe

acceptanceoftheofferbecomeseffective.

(2) Anofferintheform ofanelectroniccommunicationbecomeseffectiveat

thetimeitisreceivedbytheofferee.

(3) Theacceptanceofanofferbymeansofanelectroniccommunication

becomeseffectiveatthetimethatitisreceivedbytheofferor.

Automatedtransactions

14. Acontractformedbytheinteractionofanautomatedmessagesystem anda

naturalperson,orbytheinteractionofautomatedmessagesystems,shallnotbe

deniedlegaleffect,validityorenforceabilityonthesolegroundthatnonaturalperson

reviewedeachoftheindividualactionscarriedoutbythesystemsortheresulting

contract.

Inputerrors

15. (1) Whereanaturalpersonmakesaninputerrorinanelectroniccommunication

exchangedwiththeautomatedmessagesystem ofanotherparty,andtheautomated

messagesystem doesnotprovidethepersonwithanopportunitytocorrecttheerror,

thatpersonorthepartyonwhosebehalfthatpersonwasacting,hastherightto

withdrawtheelectroniccommunicationinwhichtheinputerrorwasmadeif-

(a)theperson,orthepartyonwhosebehalfthatpersonwas

acting,notifies the otherpartyofthe erroras soon as

possibleafterhavinglearnedoftheerrorandindicatesthat,

thatpersonmadeanerrorintheelectroniccommunication;

(b)theperson,orthepartyonwhosebehalfthatpersonwas

acting,takesreasonablesteps,includingstepsthatconform

to the otherparty’s instructions,to return the goods or

services received ifany,as a resultofthe erroror,if

instructedtodoso,todestroythegoodsorservices,orto

canceltheinputerror;

(c)theperson,orthepartyonwhosebehalfthatpersonwas

acting,hasnotusedorreceivedanymaterialbenefitorvalue

from thegoodsorservices,ortheinputerrorifany,from the

otherparty;or
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(d)ifaperson haspaid foranygoodsorservicespriorto

exercisingarightreferredtoinsubsection1,suchpersonis

entitledtoafullrefundofsuchpayment,andtherefundshall

bemadewithinthirtydaysofthedateofcancellation.

(2) Nothinginthissectionaffectstheapplicationofanylawthatmaygovern

theconsequencesofanyerrorsmadeduringtheformationorperformanceofthetype

ofcontractinquestionotherthananinputerrorthatoccursinthecircumstances

referredtoinsubsection(1).

PARTIV

ELECTRONICCOMMERCE

Attribution

16. (1) Anelectroniccommunicationisthatoftheoriginatorifitwassentby-

(a)theoriginatorpersonally;

(b)byapersonwhohadtheauthoritytoactonbehalfofthe

originatorinrespectofthatelectroniccommunication;or

(c)byaninformationsystem programmedbyoronbehalfofthe

originatortooperateautomatically.

(2) Asecureelectronicsignatureshallbedeemedtohavebeenappliedbythe

holderofthesecureelectronicsignature,unlessthecontraryisproved.

Originalinformation

17.(1) Wherethelaw requiresinformationtobepresentedorretainedinits

originalform,thatrequirementismetbyanelectroniccommunicationif-

(a)thereexistsareliableassuranceastotheintegrityofthe

informationfrom thetimewhenitwasfirstgeneratedinits

finalform,asanelectroniccommunicationorotherwise;and

(b)where itis required thatinformation be presented,that

informationis capableofbeingdisplayedintheform ofan

electroniccommunicationtothepersontowhom itistobe

presented.

(2) Sub-section(1)applieswhethertherequirementreferredinitisinthe

form ofanobligationorwhetherthelawprovidesconsequencesfortheinformationnot
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beingpresentedorretainedinitsoriginalform.

(3) Forthepurposesofparagraph(a)ofsubsection(1)-

(a)the criteria forassessing integrityshallbe whetherthe

information has remained complete and unaltered,apart

from theadditionofanyendorsementandanychangewhich

arisesinthenormalcourseofcommunication,storageand

display;and

(b)thelevelofreliabilityshallbeassessedinthelightofthe

purposeforwhichtheinformationwasgeneratedandinthe

lightofalltherelevantcircumstances.

Retentionofrecords

18. (1) Wherethelawrequiresthatcertaindocuments,recordsorinformationbe

retained,thatrequirementismetbyelectronicrecordretention,providingthat-

(a)the electronic record contained therein is an electronic

communication;

(b)theelectronicrecordisretainedintheformatinwhichitwas

generated,sentorreceived,orinaformatwhichcanbe

demonstrated to represent accurately the information

generated,sentorreceived;and

(c)suchelectronicrecordisretainedinaform thatenablesthe

identificationoftheoriginanddestinationofanelectronic

recordorelectroniccommunicationandthedateandtime

whenitwasfirstgenerated,sentorreceived,andthedate

andtimeitwasfirstretained.

(2) Anobligationtoretaindocuments,recordsorinformationinaccordance

withsubsection(1)shallnotextendtoanyinformationofwhichthesolepurposeisto

enablethemessagetobesentorreceived.

(3) A personmaysatisfytherequirementreferredtoinsubsection(1)by

usingtheservicesofanyotherperson,providedtheconditionssetforthinsubsection

(1)paragraphs(a)to(c)aresatisfied.

Productionofdocumentorinformation

19. (1) Wherealawrequiresapersontoproduceadocumentorinformation,that

requirementismetifthepersonproducesbymeansofanelectroniccommunication,

anelectronicform ofthatdocumentorinformation,andif-
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(a)consideringalltherelevantcircumstancesatthetimethat

the electronic communication was sent,the method of

generatingtheelectronicform ofthatdocumentprovideda

reliablemeansofassuringthemaintenanceoftheintegrity

oftheinformationcontainedinthatdocument;and

(b)atthetimetheelectroniccommunicationwassent,itwas

reasonabletoexpectthattheinformationcontainedtherein

would be readily accessible so as to be usable for

subsequentreference.

(2)Forthepurposesofsubsection(1),theintegrityoftheinformationcontained

inadocumentismaintainediftheinformationhasremainedcompleteandunaltered,

exceptfor-

(a)theadditionofanyendorsement;or

(b)anyimmaterialchange,whicharisesinthenormalcourseof

communication,storageordisplay.

Notarisation,acknowledgementandcertification

20. (1) Wherealawrequiresasignature,statementordocumenttobenotarized,

acknowledged,verifiedormadeunderoath,thatrequirementismetifthesecure

electronicsignatureofthepersonauthorizedtoperform thoseactsisattachedto,

incorporated in orlogicallyassociated with the electronic signature orelectronic

communication.

(2) Wherealawrequiresorpermitsapersontoprovideacertifiedcopyofa

documentandthedocumentexistsinelectronicform,thatrequirementismetifthe

personprovidesaprintoutcertifiedtobeatruereproductionofthedocumentor

information.

(3) Wherealawrequiresorpermitsapersontoprovideacertifiedcopyofa

documentandthedocumentexistsinpaperorotherphysicalform,thatrequirementis

metifanelectroniccopyofthedocumentiscertifiedtobeatruecopythereofandthe

certificationisconfirmedbytheuseofasecureelectronicsignature.

Otherrequirements

21. (1) Arequirementinalawformultiplecopiesofadocumenttobesubmitted

toasingleaddresseeatthesametimeissatisfiedbythesubmissionofasingle

electroniccommunicationthatiscapableofbeingreproducedbythataddressee.

(2) Anexpressioninalaw,whetherusedasanounorverb,includingthe
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terms"document","record","file","submit","lodge","deliver","issue","publish","writein",

"print"orwordsorexpressionsofsimilareffect,shallbeinterpretedsoastoincludeor

permitsuchform,formatoractioninrelationtoanelectroniccommunicationunless

otherwiseprovidedforinthisAct.

(3) Whereasealisrequiredbylawtobeaffixedtoadocumentandsuchlaw

doesnotprescribethemethodorform bywhichsuchadocumentmaybesealedby

electronicmeans,thatrequirementismetifthedocumentindicatesthatitisrequiredto

beundersealanditincludesthesecureelectronicsignatureofthepersonbywhom itis

requiredtobesealed.

(4) Whereanylaw requiresorpermitsapersonto sendadocumentor

informationbypostorsimilarservice,thatrequirementismetifanelectronicform of

thatdocumentorinformation is sentto the electronic address provided bythe

addressee.

PARTV

CRYPTOGRAPHYPROVIDERS

Registerofcryptographyproviders

22. (1) The Ministershallestablish and maintain a registerofcryptography

providerswhoareforthetimebeingapprovedunderarrangementsinforceunderthis

section.

(2) The Ministershallrecord the following particulars in respectofa

cryptographyproviderinthatregister-

(a) thenameandaddressofthecryptographyprovider;

(b) descriptionofthetypeofcryptographyserviceorcryptography

productbeingprovided;

(c) suchparticularsasmaybeprescribedtoidentifyandlocatethe

cryptographyprovideroritsproductorservicesadequately;and

(d) theconditionsoftheapproval.

(3) A cryptography provider is not required to disclose confidential

informationortradesecretsinrespectofitscryptographyservicesorproducts.

Registrationcompulsory

23. (1) Apersonmaynotprovidecryptographyservicesorcryptographyproducts
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untiltheparticularsreferredtoinsection22inrespectofthatpersonhavebeen

recordedintheregistercontemplatedinsection22.

(2) A cryptography providershall,in the prescribed mannerfurnish the

Ministerwiththeinformationrequiredandpaytheprescribedadministrativefee.

(3) A cryptographyserviceorcryptographyproductisregarded asbeing

providedinEswatiniifitisprovided-

(a) from premiseswithinEswatini;

(b) toapersonwhoisresidentinEswatiniwhenthatpersonmakes

useoftheserviceorproduct;or

(c) toapersonwhousestheserviceorproductforthepurposeofa

businesscarriedoninEswatiniorfrom premiseswithinEswatini.

Restrictionsondisclosureofinformation

24. (1) Informationcontainedintheregisterprovidedforinsection22shallnot

bedisclosed to anyperson otherthanto employeesoftheDepartmentwho are

responsibleforthekeepingoftheregister.

(2) Subsection1doesnotapplyinrespectofinformationwhichisdisclosed-

(a) toarelevantauthoritywhichinvestigatesacriminaloffenceorfor

thepurposesofanycriminalproceedings;

(b) togovernmentagenciesresponsibleforsafetyandsecurityinthe

Kingdom pursuanttoanofficialrequest;

(c) toacyberinspector;or

(d) forthe purpose ofany civilproceedings which relate to the

provisionofcryptographyservicesorcryptographyproductsandto

whichacryptographyproviderisaparty.

PARTVI

E-GOVERNMENTSERVICES

Acceptanceofelectronicfilingandissuingofdocuments

25. Anypublicbodythat,pursuanttoanylaw-

(a) acceptsthefilingofdocuments,orrequiresthatdocumentsbecreatedor

retained;
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(b) issuesanypermit,licenceorapproval;or

(c) providesforamannerofpayment;

may,notwithstandinganythingtothecontraryinsuchlaw-

(i) acceptthefilingofsuchdocuments,orthecreationorretentionof

suchdocumentsintheform ofelectroniccommunications;

(ii) issuesuchpermit,licenceorapprovalintheform ofanelectronic

communication;or

(iii) makeorreceivepaymentinelectronicform orbyelectronicmeans.

Requirementsmaybespecified

26. (1) Inanycasewhereapublicbodyperformsanyofthefunctionsreferredto

insection25,suchbodymayspecifybynoticeintheGazette-

(a) themannerandformatinwhichtheelectroniccommunications

shallbefiled,created,retainedorissued;

(b) incaseswheretheelectroniccommunicationhastobesigned,the

type ofelectronic signature required including,ifapplicable,a

requirementthatthesenderuseanelectronicsignatureorsecure

electronicsignature;

(c) theidentityoforcriteriathatshallbemetbythecertifyingauthority

appointedinaccordancewiththeElectronicRecords(Approved

Process)Regulations,2009orunderthisActusedbytheperson

filingthedocument;

(d) the appropriate controlprocesses and procedures to ensure

adequate integrity,security and confidentiality of electronic

communicationsorpayments;and

(e) anyotherrequirementsforelectroniccommunicationsorpayments.

(2) NothinginthisActshallcompelanypublicbodytoissueanydocumentin

theform ofelectroniccommunications.

Useofinformationtechnology

27. (1) TheDirectorshallexercisecontrolovertheuseofallcommunicationsand

informationtechnologyequipmentandICTservicesbyanypublicbody.

(2) Inexercisingitspowerunderthissection,theDirectormay-
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(a) prescribe guidelines or rules regarding the use of any

communicationsandinformationtechnologyequipmentorservices

byapublicbody;

(b) prescribe guidelines orrules regarding safety and security of

communicationsandinformationtechnologyequipmentorservices

usedbyapublicbody;

(c) oversee any use of any communications and information

technologyequipmentorservicesbyapublicbody;

(d) directanypublicbodyoranyofficeroremployeetotakesuch

measuresorstopcarryingonsuchactivitiesasarespecifiedinthe

notice ifthey are necessary to ensure compliance with the

provisionsofthisActoranyregulationsmadeundertheAct.

PARTVII

CONSUMERPROTECTION

Consumerprotectionscopeofapplication

28. (1) ThisPartappliestocontractsconcerninggoodsorservicesconcluded

betweenasupplierandaconsumerbymeansofelectroniccommunications.

(2) Section30and31doesnotapplytocontracts-

(a) forfinancialservices,including butnotlimited to,investment

services,insuranceandreinsuranceoperations,bankingservices

andoperationsrelatingtodealingsinsecurities;

(b) bywayofanauction;

(c) forthesupplyoffoodstuffs,beveragesorothergoodsintendedfor

everyday consumption supplied to the home,residence or

workplaceoftheconsumer;

(d) forserviceswhichbeganwiththeconsentoftheconsumerbefore

theendoftheseven-dayperiodreferredtoinsection30;

(e) wherethepriceforthesupplyofgoodsorservicesisdependenton

fluctuations in the financialmarkets and which cannot be

controlledbythesupplier;

(f) wherethegoods-
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(i) aremadetothespecificationsoftheconsumer;

(ii) areclearlypersonalised;

(iii) byreasonoftheirnaturecannotbereturned;or

(iv) arelikelytodeteriorateorexpirerapidly;

(g) where audio orvideo recordings orcomputersoftware were

downloadedorunsealedbytheconsumer;

(h) forthesaleofnewspapers,periodicals,magazinesandbooks;

(i) fortheprovisionofgamingandlotteryservices;

(j) foron-linegambling;or

(k) fortheprovisionofaccommodation,transport,cateringorleisure

servicesandwherethesupplierundertakes,whenthetransactionis

concluded,toprovidetheseservicesonaspecificdateorwithina

specificperiod.

Obligationsofsuppliers

29. (1) Asupplierofferinggoodsorservicesforsale,forhireorforexchangeby

wayofanelectronictransactionshallmakethefollowinginformationavailableto

consumers-

(a) its fullcontactdetails,including its place ofbusiness,e-mail

addressandtelefaxnumber;

(b) asufficientdescriptionofthemaincharacteristicsofthegoodsor

servicesofferedbythatsuppliertoenableaconsumertomakean

informeddecisionontheproposedelectronictransaction;

(c) thefullpriceofthegoodsorservices,includingtransportcosts,

taxesandanyotherfeesorcosts;

(d) information regarding the paymentsystem thatis sufficiently

securewithreferencetoacceptedtechnologicalstandardsatthe

timeofthetransactionandthetypeoftransactionconcerned;

(e) anytermsofagreementandthemannerandperiodwithinwhich

consumerscanaccessandmaintainafullrecordofthetransaction.

(2) Thesuppliershallprovidetheconsumerwithanopportunity-

(a) toreviewtheentireelectronictransaction;
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(b) tocorrectanymistakes;and

(c) towithdrawfrom thetransaction,beforefinallyplacinganyorder.

(3) Ifasupplierfailstocomplywiththeprovisionsofsub-sections1or2,the

consumermaycancelthetransactionwithinfourteendaysofreceivingthegoodsor

servicesunderthetransaction.

(4) Ifatransactioniscancelledintermsofsubsection3-

(a) theconsumershallreturntheperformanceofthesupplieror,where

applicable,ceaseusingtheservicesperformed;and

(b) thesuppliershallrefundallpaymentsmadebytheconsumerminus

thedirectcostofreturningthegoods.

Performance

30. (1) Thesuppliershallexecutetheorderwithinthirty(30)daysafterthedayon

whichthesupplierreceivedtheorder,unlessthepartieshaveagreedotherwise.

(2) Whereasupplierhasfailedtoexecutetheorderwithinthirty(30)daysor

withintheagreedperiod,theconsumermaycanceltheagreementwithsevendays'

writtennotice.

(3) Ifasupplierisunableto perform intermsoftheagreementonthe

grounds thatthe goods orservices ordered are unavailable,the suppliershall

immediatelynotifytheconsumerofthisfactandrefundanypaymentswithinthirty(30)

daysafterthedateofsuchnotification.

Cooling-offperiod

31. (1) A consumerisentitledtocancelwithreasonandwithoutpenaltyany

transactionandanyrelatedcreditagreementforthesupplyof-

(a) goodswithinsevendaysafterthedateofthereceiptofthegoods;

or

(b) serviceswithinsevendaysafterthedateoftheconclusionofthe

contract.

(2) Thechargethatmaybeleviedontheconsumeristhedirectcostof

returningthegoods.

(3) Ifpaymentforthe goods orservices has been effected priorto a

consumerexercisingarightreferredtoinsubsection(1),theconsumerisentitledtoa

fullrefundofsuchpayment,whichrefundmustbemadewithinthirty(30)daysofthe
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dateofcancellation.

(4) This section shallnotbe construed as prejudicing the rights ofa

consumerprovidedforinanyotherlaw.

Applicationofforeignlaw

32. TheprotectionprovidedtoconsumersinthisPart,appliesirrespectiveofthe

legalsystem applicabletotheagreementinquestion.

Non-exclusion

33. AnyprovisioninanagreementthatexcludesanyrightsprovidedforinthisPartis

nullandvoid.

Unsolicitedelectroniccommunications

34. (1) Marketing by means ofelectronic communication shallprovide the

addresseewith-

(a) theidentityoftheoriginatorandcontactdetailsincludingitsplace

ofbusiness,e-mail,addressandtelefaxnumber;

(b) a valid and operationalopt-outfacility from receiving similar

communicationsinfuture;and

(c) theidentifyingparticularsofthesourcefrom whichtheoriginator

obtainedtheaddressee'spersonalinformation.

(2) Unsolicitedcommercialcommunicationsmayonlybesenttoaddressees

wheretheopt-inrequirementismet.

(3) Theopt-inrequirementshallbeconsideredtohavebeenmetwhere-

(a) theemailaddressandotherpersonalinformationoftheaddressee

wascollectedbytheoriginatorofthemessageinthecourseofa

saleornegotiationsforasale;

(b) theoriginatorsendspromotionalmessagesrelatingtoitssimilar

productsandservicesonlytotheaddressee;

(c) whenthepersonalinformationandaddresswascollectedbythe

originator,theoriginatorofferedtheaddresseetheopportunityto

opt-outfreeofcharge;and

(d) the opportunityto opt-outisprovided bythe originatorto the
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addresseewitheverysubsequentmessage.

(4) Acontractshallnotbeformedwhereanaddresseedoesnotrespondto

anunsolicitedcommercialcommunication.

(5) Anoriginatorwhofailstoprovidetherecipientwithanoperationalopt-out

facilityreferredtoinsubsections(1)(b)and(3)(d)commitsanoffenceandshall,on

convictionbeliabletothepenaltiesprescribedinsubsection(7).

(6) Any originator who persists in sending unsolicited commercial

communications to an addressee,who has opted outfrom receiving anyfurther

electroniccommunicationsfrom theoriginatorthroughtheoriginator’sopt-outfacility,

commitsanoffenceandshall,onconvictionbeliabletothepenaltiesprescribedin

subsection(7).

(7) Anypersonwhoadvertisesgoodsorservicesincontraventionofthis

sectioncommitsanoffenceandshall,onconvictionbeliabletoafinenotexceeding

one hundred thousand Emalangeni(E100,000)orimprisonmentfora period not

exceedingtwoyearsorboth.

Complaints

35. A consumer may lodge a complaintwith the EswatiniCommunications

Commission which is mandated to administerthis Act,in respectofany non-

compliancewiththeprovisionsofthisPartbyasupplier.

PARTVIII

LIMITATIONOFLIABILITYOFSERVICEPROVIDERS

Mereconduit

36. (1)Aserviceprovidershallnotbesubjecttoanycivilliabilityinrespectofthird-

partymaterialintheform ofelectroniccommunicationstowhichtheserviceprovider

merelyprovidesaccesstoatelecommunicationssystem forthetransmissionina

telecommunications system of information provided by a recipient of a

telecommunicationsservice,routingorstorageofelectroniccommunicationsviaan

informationsystem underitscontrol,aslongastheserviceprovider-

(a) didnotinitiatethetransmission;

(b) doesnotselecttheaddresseeofthetransmission;

(c) performsthefunctionsinanautomatic,technicalmannerwithout

selectionofthedata;and

(d) doesnotmodifythedatacontainedinthetransmission.
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(2) Theactsoftransmitting,routing and providing accessreferred to in

subsection (1)include the automatic,intermediate and transientstorage ofthe

informationtransmittedinsofarasthistakesplace-

(b) forthe sole purpose ofcarrying outthe transmission in the

telecommunicationssystem;

(c) inamannerthatmakesitordinarilyinaccessibletoanyoneother

thananticipatedrecipients;and

(d) fora period no longerthan is reasonably necessary forthe

transmission.

Caching

37. Aserviceprovidershallnotbesubjecttoanycivilliabilityinrespectofthird-party

materialintheform ofelectroniccommunicationsfortheautomatic,intermediateand

temporarystorageofthatdata,wherethepurposeofstoringsuchdataistomakethe

onwardtransmissionofthedatamoreefficienttootherrecipientsoftheserviceupon

theirrequest,aslongastheserviceprovider-

(a) doesnotmodifytheinformation;

(b) complieswithconditionsonaccesstothedata;

(c) complies with any rules regarding the updating ofthe data,,

specifiedinamannerwidelyrecognisedandusedbyindustry;

(d) does notinterfere with the lawfuluse ofrights management

information,widelyrecognised and used byindustry,to obtain

informationontheuseofthedata;and

(e) removesordisablesaccesstothedataithasstoreduponreceiving

atake-downnotificationreferredtoinsection40.

Hosting

38. (1) Aserviceprovidershallnotbesubjecttocivilliabilityinrespectofthird-

partymaterialintheform ofelectroniccommunicationswheretheserviceprovider

providesaserviceattherequestoftherecipientoftheservicethatconsistsofthe

storageofdataprovidedbyarecipientoftheservice,aslongastheserviceprovider-

(a) doesnothaveactualknowledgethattheelectroniccommunication

oranactivityrelatingtotheelectroniccommunicationisinfringing

therightsofathirdparty;
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(b) isnotawareoffactsorcircumstancesfrom whichtheinfringing

activityortheinfringingnatureoftheelectroniccommunicationis

apparent;and

(c) uponreceiptofatake-downnotificationfrom theaggrievedparty

referredtoinsection40,actsexpeditiouslytoremoveortodisable

accesstothedata.

(2) Thelimitationsonliabilityestablishedbythissectiondonotapplytoa

service providerunless ithas designated an agentto receive notifications of

infringementandhasprovidedthroughitsservice,includingonitswebsitesinlocations

accessibletothepublic,thecontactdetailsoftheagent.

(3) Subsection(1)doesnotapplywhentherecipientoftheserviceisacting

undertheauthorityorthecontroloftheserviceprovider.

Informationlocationservices

39. Aserviceprovidershallnotbesubjecttocivilliabilityinrespectofthird-party

materialintheform ofelectroniccommunicationsiftheserviceproviderrefersorlinks

userstoawebpagecontaininganinfringingelectroniccommunicationoraninfringing

activity,byusinginformationlocationtools,includingadirectory,index,reference,

pointerorhyperlink,wheretheserviceprovider-

(a) doesnothaveactualknowledgethattheelectroniccommunicationoran

activityrelatingtotheelectroniccommunicationisinfringingtherightsof

thatperson;

(b) isnotawareoffactsorcircumstanceswhichevidencestheinfringing

activityortheinfringingnatureoftheelectroniccommunication;

(c) doesnotreceiveafinancialbenefitdirectlyattributabletotheinfringing

activity;and

(d) removes ordisables access to the reference link ofthe electronic

communicationoractivitywithinareasonabletimeafterbeinginformed

thatthe electronic communication orthe activity relating to such

electroniccommunicationinfringestherightsofaperson.

Take-downnotification

40. (1) Forthepurposesofthischapter,anotificationofunlawfulactivityshallbe

intheform ofanelectroniccommunicationanditshallbeaddressedtotheservice

provideroritsdesignatedagent.
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(2) Thenotificationshallinclude-

(a) thefullnamesandaddressofthecomplainant;

(b) thesignatureofthecomplainant;

(c) identificationoftherightthathasallegedlybeeninfringed;

(d) identificationofthematerialoractivitythatisclaimedtobethe

subjectofunlawfulactivity;

(e) theremedialactionrequiredtobetakenbytheserviceproviderin

respectofthecomplaint;

(f) telephonicandelectroniccontactdetails,ifany,ofthecomplainant;

(g) astatementthatthecomplainantisactingingoodfaith;and

(h) astatementbythecomplainantthattheinformationinthetake-

downnotificationis,totheknowledgeofthecomplainant,trueor

correct.

(3) Anypersonwholodgesanotificationofunlawfulactivitywithaservice

providerknowingthatitmateriallymisrepresentsthefactsmaybeheldliablefor

damagesforwrongfultake-down.

(4) A serviceproviderisnotliableforwrongfultakedowninabonafide

responsetoanotificationofunlawfulactivity,whichcomplieswithsubsection(2).

Nogeneralobligationtomonitor

41. (1) WhenprovidingtheservicescontemplatedinthisPartthereisnogeneral

obligationonaserviceproviderto-

(a) monitorthedatawhichittransmitsorstores;or

(b) activelyseekfactsorcircumstancesindicatinganunlawfulactivity.

(2) TheMinistermaysubjecttoprovisionsofanyotherlawissueregulations

prescribingproceduresforserviceprovidersto-

(a) inform thecompetentpublicauthoritiesofallegedillegalactivities

under-takenorinformationprovidedbyrecipientsoftheirservice;

and

(b) communicate to the competentauthorities,attheir request,

informationenablingtheidentificationofrecipientsoftheirservice.
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Recognitionofrepresentativebody

42. (1) TheMinistermay,onapplicationbyanindustryrepresentativebodyfor

serviceproviders,bynoticeintheGazette,recognizesuchbodyforpurposesofthisAct.

(2) TheMinistermayonlyrecognizearepresentativebodyreferredto in

subsection(1)iftheMinisterissatisfiedthat-

(a) itsmembersaresubjecttoacodeofconduct;

(b) membershipissubjecttoadequatecriteria;

(c) thecodeofconductrequirescontinuedadherencetoadequate

standardsofconduct;and

(d) therepresentativebodyiscapableofmonitoringandenforcingits

codeofconductadequately.

Conditionsforeligibility

43. ThelimitationsonliabilityestablishedbythisPartapplytoaserviceproviderif-

(a) theserviceproviderisamemberofrepresentativebodyreferredtointhis

Act;and

(b) theserviceproviderhasadoptedandimplementedtheofficialcodeof

conductofthatrepresentativebody.

Savings

44. (1) ThisPartshallnotaffect-

(a) anyobligationfoundedonanagreement;

(b) theobligationofaserviceprovideractingassuchunderalicensing

orotherregulatoryregimeestablishedbyorunderanylaw;

(c) anyobligationimposedbylaw orbyacourttoremove,blockor

denyaccesstoanyinformation;or

(d) anyrighttolimitationofliabilitybasedonthecommonlaworthe

Constitution.

(2) Thispartdoesnotaffectcivilliabilityintermsofthecommonlaw ora

statute.
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PARTIX

GENERALPROVISIONS

Offencebybodycorporate

45. (1)IfanoffenceunderthisActoranyregulationmadeunderthisAct,hasbeen

committedbyacompanyoramemberofapartnership,firm orbusiness,societyor

associationofpersons,everydirectororofficerofthatcompanyoranyothermember

ofthepartnershiporassociation,orotherpersonconcernedwiththemanagementof

thepartnership,firm orbusiness,societyorassociationofpersons,shallbeliablefor

thatoffenceunlessthatpersonprovestothesatisfactionofthecourtthat–

(a) duediligencetosecurecompliancewiththeprovisionsofthisAct

wasappliedbythatperson,and

(b) theoffencewascommittedwithouttheknowledge,consentor

connivanceofthatperson.

(2) Aperson,company,partnership,firm,business,societyorassociationof

personsconvicted ofan offence underthis section shallbe liable to a fine not

exceedingonemillionEmalangeni(E1,000,000)orimprisonmentofaperiodnot

exceedingfiveyearsorboth.

Limitationofliability

46. Thegovernment,Ministeroremployeeofthegovernmentshallnotbeliablein

respectofanyactoromissiondoneingoodfaithandwithoutgrossnegligencein

performingafunctionunderthisAct.

Regulations

47. TheMinistermaymakeregulationstoprescribeanythingthatrequirestobe

prescribedunderthisActandgenerallyforthecarryingoutoftheprovisionsofthisAct.


