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THEDATAPROTECTIONBILL,2020

(BillNo………of2020)

(TobepresentedbytheMinisterforInformationCommunicationsand

Technology)

MEMORANDUM OFOBJECTSANDREASONS

TheobjectofthisBillistoprovidefor-

(a)thecollectionandprocessingofpersonaldata;

(b)theprotectionofpersonaldata;

(c)disclosureofpersonaldataforlegitimatepurposes;

(d)rightsofaccesstoandcorrectionofpersonaldata;and

(e)incidentalmatters.

SIFISO.M.M.KHUMALO

ATTORNEY-GENERAL

ABILL

ENTITLED

AN ACT to provideforthecollection,processing,disclosureand

protection ofpersonaldata;balancing competing values ofpersonal

informationprivacyandsector-specificlawsandotherrelatedmatters.
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ENACTEDbytheKingandtheParliamentofEswatini

ARRANGEMENTOFSECTIONS

PARTI

PRELIMINARYPROVISIONS

1.Citationandcommencement

2.Interpretation

3.Application

4.Exemptions

PARTII

RESPONSIBILITIESOFTHECOMMISSION

5.FunctionsofCommission

6.PowersoftheCommissiontoimposesanctions

7.ProtectionofCommission

8.Confidentiality

PARTIII

PROCESSINGOFPERSONALINFORMATION

9.Processingofpersonalinformation

10. Collectionofpersonalinformationfrom datasubject

11. Collectionofpersonalinformationbydatacontroller

12. Purposespecificationandfurtherprocessinglimitation

13. Retentionofrecords
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14. Securitymeasuresonintegrityofpersonalinformation

15. ProcessingofInformationbydataprocessoronbehalfofdata

controller

16. Securitymeasuresforinformationprocessedbyadata

processor

17. Notificationofsecuritycompromises

18. Qualityofinformation

19. Accesstoandchallengingofpersonalinformation

20. Correctionofpersonalinformation

21. DatacontrollertogiveeffecttoprinciplesofthisAct

22. Prohibitionagainstprocessingofsensitivepersonal

information

PARTIV

EXEMPTIONSFROM PROTECTIONONPROCESSINGOFPERSONAL

INFORMATION

23. Exemptiononspiritual,religiousorphilosophicalbeliefsof

datasubject

24. Exemptiononraceofdatasubject

25. Exemptionontradeunionmembership

26. Exemptiononpoliticalaffiliationofdatasubject

27. Exemptiononhealthorsexuallifeofdatasubject

28. Exemptiononcriminalbehaviourofdatasubject

29. Generalexemptiononsensitivepersonalinformation

30. AuthorisationbytheCommission
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31. Exemptionforprocessingofpersonaldataforhistorical,

statisticalandresearchpurposes

PARTV

TRANS-BORDERFLOW OFPERSONALINFORMATIONOUTSIDEESWATINI

32. TransferofpersonalinformationwithinSADCMemberStates

33. Transferofpersonalinformationtonon-SADCMemberStates

PARTVI

ENFORCEMENT

34. Complaints

35. InvestigationbytheCommission

36. ReasonsforCommissionnottotakeaction

37. Pre-investigationbytheCommission

38. InvestigationproceedingsbytheCommission

39. Mattersexemptfrom searchandseizure

40. Partiestobeinformedofdevelopmentsandresultsofan

investigation

41. Enforcementnotice

42. Cancellationofenforcementnotice

43. Civilremedies

PARTVII

GENERALPROVISIONS

44.Unsolicitedelectroniccommunications
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45.Automateddecisionmaking

46.Notifications

47.CodesofConduct

PARTVIII

MISCELLANEOUSPROVISIONS

48.AppointmentofDataProtectionOfficers

49.Appeals

50.ClassActions

51.Whistleblowing

52.OtherSanctions

53.Offencesandpenalties

54.Regulations

55.TransitionalArrangements

PARTI

PRELIMINARY

CitationandCommencement

1. (1) ThisActmaybecitedastheDataProtectionAct,2020.

(2) ThisActshallcomeintooperationonthedateofpublicationin

theGazette.

Interpretation

2. InthisAct,unlessthecontextotherwiserequires–

“authorization”meansalicenceorindividualrightofusethatapersonmay
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holdorbegrantedunderanylawadministeredbytheCommission;

“biometric”meansatechniqueofpersonalidentificationthatisbasedon

physicalcharacteristicsincludingfingerprinting,DNAanalysis,retinal

scanningandvoicerecognition;

“child”hasthesamemeaningascribedintheChildren’sProtectionand

WelfareAct,2012;

“codeofconduct”meanscodesofconductapprovedbytheCommission

andincludesindustrycodesofconductapplicabletoadatacontrollerand

approvedbytheCommission;

“Commission” means the Eswatini Communications Commission,

establishedundertheEswatiniCommunicationsCommissionAct,2013;

“Constitution”meanstheConstitutionoftheKingdom ofEswatini,2005;

“data”referstoallrepresentationsofinformationnotwithstandingformat

ormedium;

“datacontroller”meansapublicorprivatebodywhichoranyotherperson

designated bylaw,who aloneortogetherwithothers,determinesthe

purposeofandmeansforprocessingpersonalinformation,regardlessof

whetherornotsuchdataisprocessedbythatpartyorbyadataprocessor

onitsbehalf,wherethepurposeandmeansofprocessingaredetermined

bylaw;

“dataprocessor”referstoanaturalorlegalperson,orpublicbodywhich

processespersonalinformationforandonbehalfofadatacontrollerand

undertheinstructionsofadatacontroller,andexcludespersonswhoare

authorisedtoprocessdataunderthedirectauthorityofadatacontroller;

“DataProtectionOfficer;meansapersonappointedbyadatacontroller
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chargedwithensuringcompliancewiththisAct;

“datasubject”meansapersonwhoisthesubjectoftheprocessingof

personalinformationandwhoisidentifiedoridentifiable;

“de-identifyorde-identified”inrelationtopersonalinformationofadata

subject,meanstodeleteanyinformationthat-

(a) identifiesthedatasubject;

(b) can be used ormanipulated by a reasonably foreseeable

methodtoidentifythedatasubject;and

(c) canbelinkedbyareasonablyforeseeablemethodtoother

informationthatidentifiesthedatasubject;

“explicitconsent”meansanyvoluntary,specificand informed consent

communicatedexpresslybyspokenorwrittenwordsintermsofwhicha

datasubjectagreestotheprocessingofpersonalinformationrelatingtoa

datasubject;

“filing system”means a setorcollection ofpersonaldata records,

structuredeitherbyreferencetoindividualsorcriteriarelatingtoindividuals,

inawaythatspecificinformationrelatingtoaparticularindividualisreadily

accessible;

“identifiableperson”meansanindividualwhocanbeidentified,directlyor

indirectly,inparticular,byreferencetoanidentificationnumberortooneor

morefactorsspecifictoone’sphysical,physiological,mental,economic,

culturalorsocialidentitytakingintoaccountallthemeansreasonablylikely

tobeusedeitherbythecontrollerorbyanyotherpersontoidentifythesaid

person;

“implicitconsent”meansconsentthatisinferredfrom signs,actionsor

facts,orbyinactionorsilence;

“Minister” means the minister responsible for Information
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CommunicationsandTechnology;

“personaldataorinformation”meansinformationaboutanidentifiable

individualthatisrecordedinanyform,includingwithoutrestrictingthe

generalityoftheforegoing-

(a) information relating to the race,nationalorethnic origin,

religion,ageormaritalstatusoftheindividual;

(b) informationrelatingtotheeducationorthemedical,criminalor

employmenthistoryoftheindividualorinformationrelatingto

financialtransactionsinwhichtheindividualhasbeeninvolved;

(c) anyidentifyingnumber,symbolorotherparticularassignedto

theindividual;

(d) theaddress,fingerprintsorbloodtypeoftheindividual;

(e) thenameoftheindividualwhereitappearswithotherpersonal

informationrelatingtotheindividualorwherethedisclosureof

thenameitselfwouldrevealinformationabouttheindividual;

(f) correspondencesenttoadatacontrollerbytheindividualthat

isexplicitlyorimplicitlyofaprivateorconfidentialnature,and

repliestosuchcorrespondencethatwouldrevealthecontents

oftheoriginalcorrespondence;and

(g) theviewsoropinionsofanyotherpersonabouttheindividual.

“processing”meansan operation oractivityoranysetofoperations,

whetherornotbyautomaticmeansrelatingto–

(a) thecollection,receipt,recording,organisation,collation,storage,

updatingormodification,retrieval,alteration,consultationor

use;

(b) disseminationbymeansoftransmission,distributionormaking

availableinanyotherform;or
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(c) merging,linking,aswellasblocking,degradation,erasure,or

destruction,ofinformation;

“publiccommunicationsnetwork”meansanelectroniccommunications

network used whollyormainlyforthe provision ofpubliclyavailable

electroniccommunicationsservices;

“record”meansanyrecordedinformationinthepossessionorunderthe

controlofadatacontroller-

(a)whetherornotitwascreatedbythedatacontrollerorwhenit

cameintoexistence;

(b)regardlessofform ormedium,including–

(i)writingonanymaterial;

(ii)informationproduced,recordedorstoredbymeansofanytape

-recorder,computerequipment,whetherhardwareorsoftware

orboth,orotherdevice,andanymaterialsubsequentlyderived

from informationso-produced,recordedorstored;

(iii)label,markingorotherwritingthatidentifiesordescribes

anythingofwhichitformspart,ortowhichitisattachedby

anymeans;

(iv)book,map,plan,graphordrawing;or

(v)photograph,film,negative,tape,orotherdeviceinwhichone

ormorevisualimagesareembodiedsoastobecapable,with

orwithoutthe aid of some otherequipment,of being

reproduced;

“re-identifyorre-identified”inrelationtopersonalinformationofadata

subject,meanstoresurrectanyinformationthathasbeende-identifiedthat

–
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(a) identifiesthedatasubject;

(b) can be used ormanipulated by a reasonably foreseeable

methodtoidentifythedatasubject;or

(c) canbelinkedbyareasonablyforeseeablemethodtoother

informationthatidentifiesthedatasubject.

“sensitivepersonalinformation”means–

(a) geneticdata,datarelatedtochildren,datarelatedtooffences,

criminalsentencesorsecuritymeasure,biometricdataaswell

as,ifitisprocessedforwhatitreveals,personalinformation

revealingracialorethnicorigin,politicalopinionsoraffiliations,

religious or philosophical beliefs, affiliation, trade-union

membership,genderanddataconcerninghealthorsexlife;or

(b) anypersonalinformationotherwiseconsideredbythelawsof

Eswatiniaspresentingamajorrisktotherightsandinterests

of the data subject,in particular unlawful or arbitrary

discrimination;

“trans-borderflow”meansanyinternationalcrossborderflowsofpersonal

information bymeans ofelectronic transmission oranytransmission

meansincludingdatatransmissionbysatellite;and

“whistleblowing”means allowingindividualstoreportthebehaviouror

conductofanypersonwhich,isconsideredtobecontrarytoalaw or

regulationorfundamentalrules.

Application

3. ThisActappliesto–

(a) adatacontroller,whetherornotdomiciledorhavingitsprincipal

placeofbusinessin Eswatini,who usesautomated ornon-
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automated means in Eswatini for forwarding personal

information;and

(b)processingofpersonalinformationperformedwhollyorpartlyby

automatedmeans.

Exemptions

4. ThisActdoesnotapplytotheprocessingofpersonalinformation–

(a) inthecourseofapurelypersonalorhouseholdactivity;

(b) whichhasbeende-identifiedtotheextentthatitcannotbere-

identified;

(c) byoronbehalfoftheStateandinvolvesnationalsecurityand

defenceorpublicsafety;

(d) solelyforjournalisticpurposesorthepurposesofartisticor

literaryexpression,where theartisticorliteraryexpressionare

necessary to reconcile the rightto privacy with the rules

governingfreedom ofexpression;or

(e) whichhasbeenexemptedunderthisAct.

PARTII

RESPONSIBILITIESOFTHECOMMISSION

FunctionsofCommission

5. (1) TheCommissionshall–

(a) administerthisActandprotecttherespectiverightsof

informationprivacyprovidedforunderthisActorany
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otherlaw;

(b) engageinensuringthattheprocessingofpersonaldata

bythecontrollercomplieswiththisAct;

(c) promoteanunderstandingandacceptanceofinformation

protection principles through education and public

awareness;

(d) makepublicstatementsinrelationtoanymatteraffecting

protectionofpersonalinformation;

(e) monitorandenforcecompliancewiththeprovisionsof

thisActbypublicandprivatebodies;

(f) undertake research and monitor developments in

information processing and computer technology to

ensurethatanyadverseeffectsofsuchdevelopmentson

protectionofpersonalinformationofdatasubjectsare

minimised;

(g) examineanyproposedpolicyorlegislationwhichmay

affecttheprotectionofpersonalinformation;

(h) reportwithorwithoutrequesttoParliamentfrom timeto

time,onanymatteraffectingtheprotectionofpersonal

informationofadatasubject,includingtheneedfor,or

desirabilityof,takinglegislative,administrative,orother

actiontogiveprotectionorbetterprotectiontopersonal

information;

(i) conductfrom timetotime,auditsofpersonalinformation

maintained by a data controllerforthe purpose of

ascertainingwhetherornottheinformationismaintained

accordingtotheinformationprotectionprinciples;
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(j) monitorconstantly,theuseofuniqueidentifiersofdata

subjects;

(k) maintain,publish and provide copies ofregisters as

requiredunderthisAct;

(l) receiveandinviterepresentationsfrom membersofthe

publiconanymatterprovidedforunderthisAct;

(m)consultand cooperatewith otherpersonsand bodies

including international data protection authorities

concernedwiththeprotectionofpersonalinformation;

(n) participateinanyinternationalandregionalcooperation

andnegotiationonmattersofdataprotectionimpacting

Eswatini;

(o advise Parliamentora public orprivate bodyon the

obligationsofthatpublicorprivatebodyunderthisAct;

(p) receive,investigateand resolvecomplaintson alleged

violationsoftheprovisionsofthisAct,andreportthe

findingsanddecisionstothecomplainants;

(q) receivecomplaintsorreportsofviolationsofindividual

rights and liberties under this Act and refer such

complaintsandreportstotheHumanRightsandPublic

Administration Commission for investigation and

determination;

(r) reporttoParliamentfrom timetotimeonthedesirability

ofthe acceptance by Eswatini,ofany international

instrument relating to the protection of personal

information;

(s) issue,approve,amendorrevokecodesofconduct;
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(t) makeand issueGuidelinesto assistpublicorprivate

bodiestodevelopcodesofconductortoapplycodesof

conduct;

(u) imposeadministrativesanctionswhichmaybepunitive,

depending on the facts ofthe mattersuch as the

cancellingoftheauthorizationofprocessingofpersonal

information,finesorawardingofdamagestothebenefit

oftheinjureddatasubjectinthecaseofviolationofthe

provisionsofthisAct;

(v) establish mechanisms of cooperation with other

authoritiesorotherdataprotectionauthoritiesfrom other

countries,forpurposesofresolvingcross-borderdisputes

pertainingtodataprotectionandinformationprivacy;

(w) review a decision made underan approved code of

conduct;

(x) exerciseand perform such otherfunctionsorpowers

conferredbythisAct;and

(y) make such decisions and authorizations as may be

necessary in carrying out the functions of the

Commission.

(3) TheCommissionmay,from timetotime,inthepublicinterest

orinthelegitimateinterestsofanypersonorbodyofpersons,publish

reportsrelatingtotheexerciseofthefunctionsoftheCommissionunder

thisActortoanycaseinvestigatedbytheCommission.

PowersoftheCommissiontoimposesanctions

6. (1) TheCommissionmayissue-
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(a) awarningtoadatacontrollerwhofailstocomplywiththe

obligationsofthisAct;or

(b) aformalnoticecallinguponadatacontrollertocomply

withinaspecifiedperiod.

(2) Awarningandnoticeissuedinterm ofsubsection(1)shallbe

servedonthedatacontrollerbytheCommission.

(3) Wherethecontrollerfailstocomplywithanoticeissuedin

termsofsubsection(1)(b),theCommissionmay-

(a) limit,suspendorterminatetheauthorizationofadata

collectortoprocesspersonalinformation,issuedunder

thisAct,or

(b) imposeanadministrativefinenotexceedingOneHundred

MillionEmalangeni(E100000000)or5percentage(%)of

theannualturnoverofthedatacontroller.

(4) Whereapersonorbodyorpersonsfailstocomplywiththe

provisionsofthisActtheCommissionmay-

(a) cancelorsuspendtheauthorizationtoprocesspersonal

information;

(b) imposeafineagainstthatpersonorbodyorpersons;or

(c) orderthatpersonorbodyorpersonscompensatetothe

benefitofanaggrievedpersonordatasubject.

ProtectionofCommission

7. TheCommission,itsemployeesoranypersonactingonbehalfofor

underthedirectionoftheCommissionshallnotbecivillyorcriminallyliable

foranythingdoneingoodfaithintheexerciseorperformanceofanypower,

dutyorfunctionoftheCommissionintermsofthisAct.
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Confidentiality

8. A person acting on behalf of or under the direction of the

Commissionshalltreatasconfidential,personalinformationwhichcomes

totheirknowledge,exceptwherethecommunicationofsuchinformationis

requiredbylaworintheproperperformanceoftheirduties.

PARTIII

PROCESSINGOFPERSONALINFORMATION

Processingofpersonalinformation

9. (1) Theprocessingofpersonalinformationshallbeprocessedand

keptin–

(a) afilingcabinet;andor

(b) electronicform.

(2) Personalinformationshallbeprocessedif–

(a) thedatasubjectprovidesexplicitconsenttothe

processing;

(b) processingisnecessaryfortheconclusionor

performanceofacontracttowhichthedatasubjectisa

party;

(c) processingisnecessaryforcompliancewithalegal

obligationtowhichthedatacontrollerissubject;

(d) processingisnecessarytoprotectthelegitimate

interestsofthedatasubject;

(e) processingisnecessaryfortheproperperformanceof

publiclawdutybyapublicbody;or
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(f) processingisnecessaryforpursuingthelegitimate

interestsofthedatacontrollerorofathirdpartytowhom

theinformationissupplied.

(3) Adatasubject,may,oncompellinglegitimategrounds,makea

writtenobjectiontotheprocessingofdatarelatingtothatdatasubjectto

theCommissiononthegroundsthattheprocessingdoesnotcomplywith

theconditionslistedinsubsection(1)andwheretheobjectionisupheldby

theCommission,thedatacontrollershallnotprocessthedata.

(4)Personalinformationmayonlybeprocessedif,giventhepurpose

forwhichitisprocessed,itisadequate,relevantandnotexcessive.

Collectionofpersonalinformationfrom datasubject

10. Personalinformationshallbecollectedexceptwhere–

(a) theinformationiscontainedinapublicrecordorhas

deliberatelybeenmadepublicbythedatasubject;

(b) thedatasubjecthasconsentedtothecollectionofthe

informationfrom anothersource;

(c) collectionoftheinformationfrom anothersourcewould

notprejudicealegitimateinterestofthedatasubject;

(d) collection ofthe information from anothersource is

necessary–

(i) to avoid prejudice to the maintenance or

enforcementoflawandorder;

(ii) forthe conductofproceedings in anycourtor

tribunalthathavecommencedorarereasonably

contemplated;

(iii) inthelegitimateinterestsofnationalsecurity;or
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(iv) to maintain the legitimate interests ofthe data

controller or of a third party to whom the

informationissupplied;

(e) compliance would prejudice a lawfulpurpose ofthe

collectionoftheinformation;or

(f) compliance is not reasonably practicable in the

circumstancesoftheparticularcase.

Collectionofpersonalinformationbydatacontroller

11. (1) Wherepersonalinformationiscollectedbythedatacontroller

directlyfrom thedatasubject,thedatacontrollershalltakereasonableand

practicablestepstoensurethatthedatasubjectisawareof–

(a) theinformationbeingcollected;

(b) thenameandaddressofthedatacontroller;

(c) thepurposeforwhichtheinformationisbeingcollected;

(d) whetherornotthesupplyoftheinformationbythedata

subjectismandatory;

(e) theconsequencesoffailuretoprovidetheinformation;

(f) anylawauthorisingorrequiringthecollectionofthe

information;and

(g) anyfurtherinformationwhichisnecessaryhavingregard

tothespecificcircumstances,suchasthe–

(i) recipientorcategoryofrecipientsoftheinformation;

(ii) natureorcategoryoftheinformation;and

(iii) existenceoftherightofaccesstoandtherightto

rectifytheinformationcollected.

(2) Thestepsreferredtoinsubsection(1)shallbetaken–
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(a) beforetheinformationiscollected,unlessthedata

subjectisalreadyawareoftheinformationunder

subsection(1);or

(b) inanyothercase,assoonasreasonablypracticableafter

ithasbeencollected.

(3) Adatacontrollerwhichhaspreviouslytakenthestepsreferred

toinsubsection(1)shallbedeemedtobeincompliancewithsubsection

(1)inrelationtothesubsequentcollectionofinformationorinformationof

thesamekindfrom thedatasubjectifthepurposeofcollectionofthe

informationisunchanged.

(4) Adatacontrollermaynotcomplywithsubsection(1)where–

(a) thedatasubjecthasprovidedconsentfornon-compliance

withthatsubsection;

(b) non-compliancewiththatsubsectionwouldnotprejudice

thelegitimateinterestsofthedatasubjectassetout

underthisAct;

(c) non-compliancewiththatsubsectionisnecessary–

(i) toavoidprejudicetothemaintenanceor

enforcementoflawandorder;

(ii) toenforcealawimposingapecuniarypenalty;

(iii) toenforcelegislationconcerningthecollectionof

revenuebythestate;

(iv) fortheconductofproceedingsinanycourtor

tribunalthathavebeencommencedorare

reasonablycontemplated,orareintheinterestsof

nationalsecurity;

(d) compliancewithsubsection(1)wouldprejudicealawful
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purposeofthecollectionofthepersonalinformation;

(e) compliancewithsubsection(1)isnotreasonably

practicableinthecircumstancesoftheparticularcase;or

(f) theinformationshall–

(i) notbeusedinaform inwhichthedatasubjectmay

beidentified;or

(ii) beusedforhistorical,statisticalorresearch

purposes.

Purposespecificationandfurtherprocessinglimitation

12. (1) Personaldata shallbe collected forspecified,explicitand

legitimate purposes and shallnot be further processed in a way

incompatiblewiththosepurposes.

(2) The further processing of personalinformation shallbe

compatiblewiththepurposesofcollectionif–

(a) thedatasubjecthasconsentedtothefurtherprocessing

ofthe information;

(b) the information is available in public records orhas

deliberatelybeenmadepublicbythedatasubject;

(c) furtherprocessingisnecessary–

(i) toavoidprejudicetothemaintenanceofthelawor

enforcementoflawandorder;

(ii) forthe conductofproceedings in anycourtor

tribunalthathavecommencedorarereasonably

contemplated;or

(iii) inthelegitimateinterestsofnationalsecurity;

(d) thefurtherprocessingoftheinformationisnecessaryto
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preventormitigateaseriousandimminentthreatto–

(i) publichealthandsafety;or

(ii) thelifeandhealthofthedatasubjectoranother

individual;

(e) The information is used forhistorical,statisticalor

research purposes and the data controller has

establishedappropriatesafeguardsagainstthepersonal

databeingusedforanyotherpurposes.

Retentionofrecords

13. (1) Subjectto subsections (2) and (3),records of personal

informationshallnotberetainedanylongerthanaprescribedperiodunless

–

(a) retentionoftherecordisrequiredorauthorisedbylaw;

(b) the data controllerreasonablyrequiresthe record for

lawfulpurposesrelatedtoitsfunctionsoractivities;

(c) retentionoftherecordisrequiredbyacontractbetween

theparties;or

(d) thedatasubjecthasconsentedtotheretentionofthe

record.

(2) Recordsofpersonalinformationmayberetainedforperiodsin

excessofthosecontemplatedinsubsection(1)forhistorical,statisticalor

researchpurposesandthedatacontrollerhasestablishedappropriate

safeguardsagainstthepersonaldatabeingusedforanyotherpurposes.

(3) Adatacontrollerwhichorwhohasusedarecordofpersonal

informationofadatasubjecttomakeadecisionaboutthedatasubject

shall–
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(a) retaintherecordforsuchperiodasmayberequiredor

prescribedbylaworacodeofconduct;or

(b) ifthere is no law orcode ofconductprescribing a

retentionperiod,retaintherecordforaperiodwhichwill

affordthedatasubjectareasonableopportunity,taking

allconsiderations relating to the use ofthe personal

informationintoaccount,torequestaccesstotherecord.

(4) Adatacontrollershalldestroyordeletearecordofpersonal

informationorde-identifyitassoonasreasonablypracticableafterthe

datacontrollerisnolongerauthorisedtoretaintherecordintermsof

subsection(1)or(2).

(5) Thedestructionordeletionofarecordofpersonalinformation

intermsofsubsection(4)shallbedoneinamannerthatpreventsits

reconstruction.

Securitymeasuresonintegrityofpersonalinformation

14. (1) A data controller shallsecure the integrity of personal

informationinitspossessionorunderitscontrolbytakingappropriate,

reasonabletechnicalandadministrativemeasurestoprevent–

(a) loss of,damage to or unauthorised destruction of

personalinformation;and

(b) unlawfulaccesstoorprocessingofpersonalinformation.

(2) Inordertogiveeffecttosubsection(1),thedatacontroller

shalltakereasonablemeasuresto–

(a) identifyallreasonablyforeseeableinternalandexternal

riskstopersonalinformationinitspossessionorunder

itscontrol;
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(b) establishand maintainappropriatesafeguardsagainst

therisksidentified;

(c) regularly verify that the safeguards are effectively

implemented;and

(d) ensurethatthesafeguardsarecontinuallyupdated in

response to new risks ordeficiencies in previously

implementedsafeguards.

(3) Thedatacontrollershallhavedueregardtogenerallyaccepted

informationsecuritypracticesandproceduresorprofessionalrulesand

regulations which mayapplygenerallyorbe required in the specific

industry.

Processingofinformationbyadataprocessoronbehalfofdata

controller

15. A data processororanyoneprocessing personalinformation on

behalfofadatacontrollershall–

(a) processsuch information onlywith the knowledgeor

authorisationofthedatacontroller;and

(b) treat personal information which comes to their

knowledgeasconfidentialandshallnotdiscloseit,unless

requiredbylaw orinthecourseoftheperformanceof

theirduties.

Securitymeasuresforinformationprocessedbydataprocessor

16. (1) A datacontrollershallensurethatadataprocessorwhich

processespersonalinformationfororonbehalfofthedatacontroller

establishesandmaintainsthesecuritymeasuresreferredtointhisAct.
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(2) Theprocessingofpersonalinformationforadatacontrollerby

adataprocessoronbehalfofthedatacontrollershallbegovernedbya

writtencontractbetweenthedataprocessorandthedatacontroller,which

requiresthedataprocessortoestablishandmaintainconfidentialityand

securitymeasurestoensuretheintegrityofthepersonalinformation.

(3) Wherethedataprocessorisnotdomiciledordoesnothaveits

principalplace ofbusiness in Eswatini,the data controllershalltake

reasonablestepstoensurethatthedataprocessorcomplieswiththelaws

relatingtotheprotectionofpersonalinformationoftheterritoryinwhich

thedataprocessorisdomiciled.

Notificationofsecuritycompromise

17. (1) Where there are reasonable grounds to believe thatthe

personalinformationofadatasubjecthasbeenaccessedoracquiredby

an unauthorised person,the data controller,orany otherthird party

processingpersonalinformationundertheauthorityofadatacontroller,

shallnotify-

(a) theCommission;and

(b) thedatasubject,unlesstheidentityofsuchdatasubject

cannotbeestablished.

(2) Thenotificationreferredtoinsubsection(1)shallbemadeas

soonasreasonablypossibleafterthediscoveryofthecompromise,taking

intoaccountthelegitimateneedsoflaw enforcementoranymeasures

reasonablynecessarytodeterminethescopeofthecompromiseandto

restoretheintegrityoftheinformationsystem ofthedatacontroller.

(3) Thedatacontrollershalldelaynotificationtothedatasubject

where the Police orthe Commission determines thatnotification will



25

impedeacriminalinvestigation.

(4) Thenotificationtoadatasubjectreferredtoinsubsection(1)

shallbeinwritingandcommunicatedtothedatasubjectinoneofthe

followingways–

(a) mailedtothelastknownphysicalorpostaladdressofthe

datasubject;

(b) sentbye-mailto thelastknowne-mailaddressdata

subject;

(c) placedinaprominentpositiononthewebsiteoftheparty

responsiblefornotification;

(d) publishedinthenewsmedia;or

(e) asmaybedirectedbytheCommission.

(5) Apersonmakingnotificationshallensurethatthenotification

providessufficientinformationtoallowthedatasubjecttotakeprotective

measuresagainstpotentialconsequencesofthecompromise,including,if

knowntothedatacontroller,theidentityoftheunauthorisedpersonwho

mayhaveaccessedoracquiredthepersonalinformation.

(6) TheCommissionmaydirectadatacontrollertopublicise,in

anymannerspecified,thefactofanycompromiseto theintegrityor

confidentiality of personalinformation,where the Commission has

reasonablegroundstobelievethatthepublicwouldprotectadatasubject

whomaybeaffectedbythecompromise.

Qualityofinformation

18. (1) Apersonwhoisresponsibleforcollectingandprocessingof

personalinformationshalltakereasonablypracticablestepstoensurethat

thepersonalinformationiscomplete,accurate,notmisleadingandkeptup
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todatewherenecessary.

(2) In taking thestepsreferred to in subsection (1),theparty

responsibleforcollectingandprocessingofpersonalinformationshall

haveregardtothepurposeforwhichpersonalinformationiscollectedand

processed.

Accesstoandchallengingofpersonalinformation

19. (1) Adatasubjectwhoprovidesadequateproofofidentity,shall

havearighttorequest–

(a) adatacontrollertoconfirm,freeofcharge,whetherornot

thedatacontrollerholdspersonalinformationaboutthe

datasubject;and

(b) from adatacontroller,personalinformationaboutthe

data subject held by the data controller,including

informationabouttheidentityofallthirdpartieswhohave

orhavehad,accesstotheinformation–

(i) withinaprescribedtime;

(ii) ataprescribedfee;

(iii) inareasonablemannerandformat;and

(iv) inaform thatisgenerallyunderstandable.

(2) Wherethedatacontrollerdeniesadatasubjectarequestmade

intermsofsubsection(1) thedatasubjectshallbeentitledtobegiven

writtenreasonsforthedenial.

(3) A data subjectshallhave a rightto challenge the written

reasonsfordenialorrequestsmadeintermsofsubsection(1).

(4) If,inaccordancewithsubsection(1)(b),personalinformationis

communicatedtoadatasubject,thedatasubjectshallbeadvisedofthe
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rightintermsofthisActtochallengethecorrectnessoftheinformation.

Correctionofpersonalinformation

20. (1) Adatasubjectshall,freeofchargehavearighttochallengethe

correctnessofinformationbyrequestingthatadatacontroller–

(a) correctsordeletespersonalinformationaboutthedata

subjectin its possession orunderits controlthatis

inaccurate,irrelevant,excessive,outofdate,incomplete,

misleadingorobtainedunlawfully;or

(b) destroys ordeletes a record ofpersonalinformation

aboutthedatasubjectthatthedatacontrollerisnolonger

authorisedtoretain.

(2) A datacontrollershall,onreceiptofarequestintermsof

subsection(1),takereasonablestepstoinvestigatethechallengingof

personalinformationlodgedand–

(a) correct,destroyordeletetheinformation;or

(b) provide thatdata subject,with credible evidence in

supportofthecorrectnessoftheinformation.

(3) Wherecredibleevidencehasbeenprovidedundersubsection

(2)(b),thedatasubjectmayapplytotheCommissiontoinvestigatethe

disputedinformation.

(4) Wherethedatacontrollerhastakenstepsundersubsection

(2)(a)thatresultin a change to the information and the changed

informationhasanimpactondecisionsthathavebeenorwillbetakenin

respectofthedatasubjectinquestion,thedatacontrollershall,within

seven(7)workingdaysinform eachperson,bodyordatacontrollerto

whom thepersonalinformationhasbeendisclosedofthosesteps.
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(5) Thedatacontrollershallnotifyadatasubjectwhohasmadea

requestintermsofsubsection(1),oftheoutcomeoftherequestwithina

periodoffourteen(14)daysofthemakingoftherequest.

DatacontrollertogiveeffecttoprinciplesofthisAct

21. Thedatacontrollershall–

(a) ensurethattheprinciplessetoutunderthisActandall

the measures thatgive effectto the principles are

compliedwith;and

(b) have the necessaryinternalmechanisms in place for

demonstratingcompliancewiththeprinciplesofthisAct

tobothdatasubjectsandtheCommissionintheexercise

ofitspowers.

Prohibitionagainstprocessingofsensitivepersonalinformation

22. UnlessspecificallypermittedunderthisAct,adatacontrollershall

notprocesssensitivepersonalinformation.

PARTIV

EXEMPTIONSFROM PROTECTIONONPROCESSINGOFPERSONAL

INFORMATION

Exemptiononspiritual,religiousorphilosophicalbeliefsofdatasubject

23. (1) The exemption on processing personalinformation ofthe

spiritual,religiousorphilosophicalbeliefsofadatasubjectshallnotapply

iftheprocessingiscarriedoutby–

(a) spiritualorreligiousorganizations;or
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(b) independentsectionsofthoseorganizations.

(2) Subsection (1)(a) shallnot apply where the information

concerns a data subjectbelonging to the organization mentioned in

paragraph(a).

Exemptiononraceofdatasubject

24. (1) Theprohibitiononprocessingpersonalinformationconcerning

theraceofadatasubjectshallnotapplyiftheprocessingiscarriedoutto

–

(a) identifyadatasubjectandonlywhenthisisessentialfor

thatpurpose;and

(b) complywiththelaw.

(2) In the cases referred to under subsection (1),personal

informationshallnotbesuppliedtothirdpartieswithouttheconsentofthe

datasubject.

Exemptionontradeunionmembershipofdatasubject

25. (1) The prohibition on processing personalinformation on the

tradeunionmembershipofadatasubject,shallnotapplytotheprocessing

bythetradeuniontowhichthedatasubjectbelongsorthetradeunion

federationtowhichthattradeunionbelongs,wheretheprocessingis

necessarytoachievetheaimsofthetradeunionortradeunionfederation.

(2) In the cases referred to under subsection (1),personal

informationshallnotbesuppliedtothirdpartieswithouttheconsentofthe

datasubject.

Exemptiononpoliticalaffiliationofdatasubject
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26. (1) Theprohibitiononprocessingpersonalinformationconcerning

apoliticalaffiliationofadatasubject,shallnotapplytoprocessingbyan

institutionfoundedonpoliticalprinciplesofthepersonalinformationof

theirmembersoremployees,orotherpersonalbelongingtotheinstitution

ifsuchprocessingisnecessarytoachievetheaimsorprinciplesofthe

institution.

(2) Inthecasesundersubsection(1),personalinformationshall

notbesuppliedtothirdpartieswithouttheconsentofthedatasubject.

Exemptiononhealthorsexuallifeofdatasubject

27. (1) Theprohibitiononprocessingpersonalinformationonhealthor

sexuallifeofadatasubject,shallnotapplytotheprocessingby–

(a) medicalprofessionals,healthcareinstitutionsorfacilities

orsocialservices,ifsuchprocessingisnecessaryforthe

propertreatmentandcareofthedatasubject,orforthe

administrationoftheinstitutionorprofessionalpractice

concerned;

(b) insurancecompanies,medicalaidschemeadministrators,

and managed healthcare organisations where such

processingisnecessaryfor–

(i) assessingtherisktobeinsuredbytheinsurance

companyorcoveredbythemedicalaidschemeand

thedatasubjecthasnotobjectedtotheprocessing;

(ii) theperformanceofan insuranceormedicalaid

agreement;or

(iii) the enforcementofany contractualrights and

obligations;
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(c) schools,wheresuchprocessingisnecessarytoprovide

special support for pupils or making special

arrangementsinconnectionwiththeirhealthorsexuallife;

(d) institutionsorprobation,childprotectionorguardianship,

wheresuchprocessingisnecessaryfortheperformance

oftheirlegalduties;

(e) correctionalinstitutionorfacilitywheresuchprocessing

isnecessaryinconnectionwiththeimplementationof

prisonsentencesordetentionmeasures;or

(f) administrative bodies,pension funds,employers or

institutionsworkingforthem,wheresuchprocessingis

necessaryfor–

(i) theimplementationoftheprovisionsofthelaw,

pensionregulationsorcollectiveagreementswhich

createrightsdependentonhealthorsexuallifeof

thedatasubject;or

(ii) the reintegration oforsupportforworkers or

persons entitled to benefit in connection with

sicknessorworkincapacity.

(2) In cases under subsection (1),the information shallbe

processedbyadatacontrollersubjecttoanobligationofconfidentialityby

virtueofoffice,employment,professionorlegalprovision,orestablished

byawrittenagreementbetweenthedatacontrollerandthedatasubject.

(3) Adatacontrollerthatispermittedtoprocessinformationona

datasubject’shealthorsexuallifeintermsofthissectionandisnot

subjecttoanobligationofconfidentialitybyvirtueofoffice,professionor

legalprovision,shalltreatthe information as confidential,unless the
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responsiblepartyisrequiredbylaw orinconnectionwiththeirdutiesto

communicate the information to otherparties who are authorised to

processsuchinformation.

(4) Theprohibitiononprocessinganyofthecategoriesofpersonal

information shallnotapplywhere itis necessaryto supplementthe

processingofpersonalinformationonadatasubject’shealth,withaview

tothepropertreatmentorcareofthedatasubject.

(5) Personalinformationconcerninginheritedcharacteristicsshall

notbeprocessedinrespectofadatasubjectfrom whom theinformation

concernedhasbeenobtainedunless–

(a) aseriousmedicalinterestprevails;or

(b) theprocessingisnecessaryforthepurposeofscientific

researchorstatistics.

(6) TheCommissionmayprescribemoredetailedrulesconcerning

theapplicationofsubsection1(b)and(f).

Exemptiononcriminalbehaviourofdatasubject

28. (1) The prohibition on processing ofpersonalinformation on

criminalbehaviourofadatasubject,shallnotapplywheretheprocessingis

carriedoutbyabodychargedbylawwithapplyingcriminallaworbyadata

controllerwhohasobtainedthatinformationinaccordancewiththisAct.

(2) The prohibition shallnotapply to a data controllerwho

processestheinformationfortheirownlawfulpurposesto–

(a) assessanapplicationbyadatasubjectinordertotakea

decisionabout,orprovideaservicetothatdatasubject;

or

(b) protecttheirlegitimateinterestsinrelationtocriminal
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offenceswhichhavebeenorcanreasonablybeexpected

tobecommittedagainstthem oragainstpersonsintheir

service.

(3) The processing ofinformation concerning personnelin the

serviceofthedatacontrollershalltakeplaceinaccordancewiththerules

establishedincompliancewiththelabourlaws.

(4) The prohibition on processing any ofthe categories of

personalinformationreferredtointhisPart,shallnotapplywheresuch

processingisnecessarytosupplementtheprocessingofinformationon

criminalbehaviourpermittedunderthissection.

Generalexemptiononsensitivepersonalinformation

29. WithoutprejudicetoSections23to28,theprohibitiononprocessing

sensitivepersonalinformationshallnotapplywhere–

(a) processingiscarriedoutwithpriorparentalconsentwherethe

datasubjectisachildandissubjecttoparentalcontrolin

termsofthelaw;

(b) theprocessingisnecessaryfortheestablishment,exerciseor

defenceofarightorobligationinlaw;

(c) processing is necessary to comply with an obligation of

internationalpubliclaw;

(d) theCommissionhasgrantedauthorityintermsofsection30

for processing in the public interest, and appropriate

guaranteeshavebeenputinplaceinlaw toprotectthedata

subject’sprivacy;

(e) processingiscarriedoutwiththeconsentofthedatasubject;

or
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(f) theinformationhasdeliberatelybeenmadepublicbythedata

subject.

AuthorisationbytheCommission

30. (1) TheCommissionmayauthoriseadatacontrollertoprocess

personalinformation,where the Commission is satisfied that,in the

circumstancesofthecase-

(a) the public interestin the processing outweighs,to a

substantialdegree,anyinterferencewiththeprivacyof

thedatasubjectthatcouldresultfrom suchprocessing;

or

(b) theprocessinginvolvesaclearbenefittothedatasubject

orathirdpartythatoutweighs,toasubstantialdegree,

anyinterferencewiththeprivacyofthedatasubjector

thirdpartythatcouldresultfrom suchprocessing.

(2) Thepublicinterestreferredtoinsubsection(1)(a)includes–

(a) thelegitimateinterestsofStatesecurity;

(b) theprevention,detectionandprosecutionofoffences;

(c) importanteconomicandfinancialinterestsoftheStateor

apublicbody;

(d) fosteringcompliancewithlegalprovisionsestablishedin

theinterestsreferredtounderparagraphs(b)and(c);

(e) historical,statisticalorresearchpurposes,andthedata

controllerhasestablishedappropriatesafeguardsagainst

thepersonaldatabeingusedforanyotherpurposesor;

(f) thelegitimateinterestsofindividualorpublic,relatingto

healthorprotectionoflifeorenvironmentalsafety
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(3) TheCommissionmayimposereasonableconditionsinrespect

ofanyauthorisationissuedundersubsection(1).

Exemptionforprocessingofpersonaldataforhistorical,statisticaland

researchpurposes

31. (1) Theprocessingofpersonalinformationforhistorical,statistical

andresearchpurposesisexemptfrom alloftheinformationprotection

principlesexcept–

(a) theprincipleregulatingsecuritysafeguards;or

(b) theprincipleregulatinginformationquality.

(2) The data controllershallestablish appropriate safeguards

againsttheuseofthedataforanyotherpurpose.

PARTV

TRANS-BORDERFLOW OFPERSONALINFORMATIONOUTSIDE

ESWATINI

TransferofpersonalinformationwithinSADCMemberStates

32. (1) Personalinformationshallonlybetransferredtorecipientsina

MemberStatethathastransposedtheSADCdataprotectionrequirements

–

(a) wheretherecipientestablishesthatthedataisnecessary

fortheperformanceofataskcarriedoutinthepublic

interestorpursuantto thelawfulfunctionsofadata

controller,or

(b) wheretherecipientestablishesthenecessityofhaving

thedatatransferredandthereisnoreasontoassume
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thatthe data subject's legitimate interests mightbe

prejudiced by the transferorthe processing in the

MemberState.

(2) Thecontrollershall,notwithstandingsubsection(1),berequired

tomakeaprovisionalevaluationofthenecessityforthetransferofthe

data.

(3) Therecipientshallensurethatthenecessityforthetransferof

thedatacanbesubsequentlyverified.

(4) Thedatacontrollershallensurethattherecipientshallprocess

the personalinformation only forthe purposes forwhich they were

transferred.

Transferofpersonalinformationtonon-SADCMemberStates

33. (1) Personalinformationshallonlybetransferredto recipients,

otherthaninMemberStatesofSADAC,orwhicharenotsubjecttonational

law adopted pursuantto SADAC data protection requirements,ifan

adequatelevelofprotectionisensuredinthecountryoftherecipientand

thedataistransferredsolelytopermitprocessingotherwiseauthorisedto

beundertakenbythecontroller.

(2) Theadequacyofthelevelofprotectionaffordedbytherelevant

third country in question shallbe assessed in the lightofallthe

circumstances surrounding the relevant data transfer(s), particular

considerationshallbegiventothenatureofthedata,thepurposeand

duration oftheproposed processing,thecountryoftherecipient,the

relevantlawsinforceinthethirdcountryandtheprofessionalrulesand

securitymeasureswhicharecompliedwithinthatcountryoftherecipient.

(3) TheCommissionshallestablishthecategoriesofprocessing



37

forwhich and the circumstances in which the transferofpersonal

informationtocountriesoutside–

(a) theKingdom ofEswatini;and

(b) SADC,

isnotauthorized.

(4) Bywayofderogationfrom subsection(3)above,atransferora

setoftransfersofpersonalinformationtoarecipientinacountryoutside

EswatiniorSADCwhichdoesnotensureanadequatelevelofprotection

maytakeplaceinoneofthefollowingcases-

(a) thedatasubjecthasunambiguouslygiventheirconsent

totheproposedtransfer;

(b) the transferis necessary forthe performance ofa

contractbetweenthedatasubjectandthecontrolleror

theimplementationofpre-contractualmeasurestakenin

responsetotherequestofthedatasubject;

(c) the transfer is necessary for the conclusion or

performanceofacontractconcludedortobeconcluded

betweenthecontrollerandathirdpartyintheinterestof

thedatasubject;

(d) thetransferisnecessaryorlegallyrequiredonimportant

publicinterestgrounds,orfortheestablishment,exercise

ordefenceoflegalclaims;

(e) thetransferisnecessaryinordertoprotectthelegitimate

interestsofthedatasubject;and

(f) thetransferismadefrom aregisterwhich,accordingto

actsorregulations,isintendedtoprovideinformationto

thepublicandwhichisopentoconsultationeitherbythe
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publicingeneralorbyanypersonwhocandemonstratea

legitimateinterest,totheextentthattheconditionslaid

downinlaw forconsultationarefulfilledinthecaseat

hand.

(5) Withoutprejudicetotheprovisionsofthepreviousparagraph,

theCommissionmayauthorizeatransferorasetoftransfersofpersonal

informationtoarecipientcountryoutsideEswatiniorSADCwhichdoesnot

initslawsensureanadequatelevelofprotection,ifthecontrollersatisfies

theCommissionthatitshallensureadequatesafeguardswithrespectto

theprotectionofprivacyandfundamentalrightsandfreedomsofthedata

subjectsconcerned,andregardingtheexerciseoftherightsofthedata

subjectsuchsafeguardscanbeappropriatedthroughadequatelegaland

securitymeasuresandcontractualclausesinparticular.

PARTVI

ENFORCEMENT

Complaints

34. A person may submita complaintto the Commission in the

prescribedmannerandform –

(a) allegingcontraventionofthisAct;or

(b) wherethedatasubjectisaggrievedbyadeterminationinterms

ofanapprovedcode.

InvestigationbytheCommission

35. (1) TheCommission,afterreceiptofacomplaintmadeintermsof

section34,shall–
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(a) investigateanyallegedcontraventionintheprescribed

manner;

(b) decideinaccordancewithSection36totakenoactionon

thecomplaint;

(c) actwhereappropriate,asconciliatorinrelationtoany

suchcontraventionintheprescribedmanner,whereit

appearsthatitmightbepossibletosecureasettlement

betweentheparties;and

(d) takesuchfurtheractionasiscontemplatedunderthis

Part.

(2) The Commission may,on its own initiative commence an

investigationundersubsection(1).

(3) TheCommissionshall,withinaprescribedperiodadvicethe

complainantandthedatacontrollertowhom thecomplaintrelatesofthe

courseofactionthattheCommissionshalltake.

ReasonsforCommissionnottotakeaction

36. (1) TheCommissionmay,afterreceivingacomplaintintermsof

Section 34,decide notto take any action if,in the opinion ofthe

Commission–

(a) thelengthoftimethathaselapsedbetweenthedateon

whichthesubjectmatterofthecomplaintaroseandthe

dateonwhichthecomplaintwasmadeissuchthatan

investigationofthecomplaintisnolongerpracticableor

desirable;

(b) thesubjectmatterofthecomplaintistrivial;

(c) thecomplaintisfrivolous,vexatiousorisnotmadein
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goodfaith;

(d) thecomplainantdoesnotdesirethatactionbetakenor

continued;

(e) the complainant does not have sufficient personal

interestinthesubjectmatterofthecomplaint;

(f) the complaintrelates to a matter governed by an

approvedcodeofconductwhichmakesprovisionfora

complaintsprocedure,andthecomplainanthasfailedto

usethecomplaintsprocedureasprovidedforinthatcode;

or

(g) thecomplaintrelatesinwholeorinpart,toamatterthat

is more properly within the jurisdiction of another

regulatorybody.

(2) Notwithstandinganythinginsubsection(1),theCommission

mayinitsdiscretiondecidenottotakeanyfurtheractiononacomplaintif,

in thecourseoftheinvestigation ofthecomplaint,itappearsto the

Commissionthatanyfurtheractionisunnecessaryorinappropriate.

(3) InanycasewheretheCommissiondecidestotakenoactionor

no furtheraction,on a complaint,the Commission shallinform the

complainantofthatdecisionandthereasonsforit.

Pre-investigationbytheCommission

37. BeforeproceedingtoinvestigateanymatterintermsofthisPart,the

Commissionshallinform thecomplainantandthedatacontrollertowhom

theinvestigationrelatesofthe–

(a) detailsofthesubjectmatteroftheinvestigation;and

(b) rightsofthedatacontrollertosubmittotheCommissionwithin
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fourteen(14)days,awrittenresponseinrelationtothesubject

matteroftheinvestigation.

InvestigationproceedingsbytheCommission

38. Forthepurposeoftheinvestigationofacomplaint,theCommission

may–

(a) summonandenforcetheappearanceofpersonsbeforethe

Commission,andcompelthem togiveoralorwrittenevidence

underoathandtoproduceanyrecordsandthingsthatthe

Commissionconsidersnecessarytoenableittoinvestigatethe

complaint;

(b) administeroaths;

(c) receiveandacceptanyevidenceandotherinformationwhether

onoath,byaffidavitorotherwise,thattheCommissiondeems

fit,whetherornotitisorwouldbeadmissibleinaCourtoflaw;

(d) atanytime enteranypremises orotherplace which the

Commissionreasonablysuspectsasbeingconnectedwithany

activitiesregulatedbytheCommissionandsearchandinspect

those premises orotherplace togetherwith any books,

documentsorrecordsfoundonthosepremises;

(e) requireanypersontoproduceforinspectionandtakeextracts

from anybooks,documents,orrecordsrelatingtoanyactivities

regulatedbytheCommissionwhichareunderthecontrolof

thatpersonand,inthecaseofinformationinanon-legibleform

or unknown language or encrypted to reproduce that

informationinalegibleform orknownlanguageordecrypted,

as the case maybe,and to give the Commission allthe
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informationrequestedinrelationtoanyentriesinthosebooks,

documentsorrecords;

(f) removeandretainthebooks,documentsorrecordsreferredtoin

paragraphs(d)and(e)forsuchperiodasmaybereasonable

forfurtherexamination;or

(g) requireanypersontomaintainthebooks,documentsor

recordsreferredtoinparagraphs(d)and(e)forsuchperiod,as

maybereasonableastheCommissiondirects.

Mattersexemptfrom searchandseizure

39. (1) Where the Commission has authorised the processing of

personalinformation,theinformationshallnotbesubjecttosearchand

seizure.

(2) Privilegedinformationshallbeexemptfrom searchandseizure.

Partiestobeinformedofdevelopmentsandresultsofaninvestigation

40. Where the Commission undertakes an investigation following a

complaint,and–

(a) theCommissionfindsthatnocontraventionofthisActhas

takenplace;

(b) theCommissionfindsthatacontraventionhastakenplace;

(c) anenforcementnoticeisservedintermsofsection41;

(d) aservedenforcementnoticeiscancelledintermsofsection42;

(e) an appealis lodged againstthe enforcementnotice for

cancellationorvariationofthenoticeintermsofsection49;or

(f) anappealagainstanenforcementnoticeisallowed,thenotice

issubmittedortheappealisdismissed,
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theCommissionshallinform thecomplainantandthedatacontrollerinthe

prescribed manner,of any developments and the results of the

investigationwithintheprescribedperiod.

Enforcementnotice

41. (1) WheretheCommissionissatisfiedthatadatacontrollerhas

contravenedthisAct,theCommissionshallservethedatacontrollerwith

anenforcementnoticerequiringthedatacontrollertodoeitherorbothof

thefollowing–

(a) totakespecifiedstepswithinaperiodspecifiedinthe

notice,ortorefrainfrom takingaction;or

(b) tostopprocessingpersonalinformationspecifiedinthe

notice,ortostopprocessingpersonalinformationfora

purposeorinamannerspecifiedinthenoticewithina

periodspecifiedinthenotice.

(2) Anenforcementnoticeshallinclude–

(a) astatementindicatingthenatureofthecontravention;

(b) thesanctionordecisionoftheCommission;and

(c) therighttoappeal.

Cancellationofenforcementnotice

42. (1) A datacontrolleronwhom anenforcementnoticehasbeen

servedmay,atanytimeaftertheexpiryoftheperiodduringwhichan

appealmay be broughtagainstthatnotice,apply in writing to the

Commissionforthecancellationorvariationofthatnoticeontheground

that,byreasonofachangeofcircumstancesalloranyoftheprovisionsof

thatnoticeneednotbecompliedwith,inordertoensurecompliancewith
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thisAct.

(2) IftheCommissionconsidersthatalloranyoftheprovisionsof

an enforcementnoticeneed notbecomplied with in orderto ensure

compliancewiththisAct,itmaycancelorvarythenoticebywrittennotice

tothepartyonwhom itisserved.

Civilremedies

43. AdatasubjectmayinstituteacivilactionfordamagesinaCourt

havingjurisdictionagainstadatacontrollerforbreachofanyprovisionof

thisAct.

PARTVII

GENERALPROVISIONS

Unsolicitedelectroniccommunications

44 (1) Inthissection“directmarketing”meanscommunicationby

whatevermeansofanyadvertisingormarketingmaterialwhichisdirected

toparticulardatasubjects.

(2) Adatasubjectisentitledatanytimetorequireadatacontroller

bynotice,thatthe data controllercease,ornotbegin processing of

personaldatainrespectofwhichthedatasubjectisthedatasubjectfor

thepurposesofdirectmarketing.

(3) IftheCommissionissatisfiedontheapplicationofanyperson

whohasgivennoticeundersubsection(2)thatthedatacontrollerhas

failedto complywiththenotice,theCommissionmayorderthedata

controllerto take such steps forcomplying with the notice as the

Commissiondeemsfit.
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(4) TheCommissionmayregulateissuesofunsolicitedelectronic

communicationsasandwhenitdeemsfitintheinterestsofdatasubjects.

Automateddecisionmaking

45. (1) Subjecttosubsection(2),apersonmaynotbesubjectedtoa

decisionwhichhaslegaleffectonhim,orwhichaffectshim significantly,

based solely on the automated processing ofpersonalinformation

intended to provide a profile ofcertain aspects ofhis personalityor

personalhabits.

(2) Theprovisionsofsubsection(1)shallnotapplywherethe

decision–

(a) has been taken in connection with the conclusion or

performanceofacontract,and

(i) therequestofthedatasubjectintermsofthedata

contracthasbeenmet;or

(ii) appropriatemeasureshavebeentakentoprotect

the data subject’s legitimate interests such as

requiringadatacontrollertoprovideadatasubject

with sufficientinformation aboutthedecision to

enablehim tomakerepresentationsandallowinga

data subjectto make representations abouta

decisionreferredtoinsubsection(1);or

(b) is governed by a law orcode in which appropriate

measures are specified forprotecting the legitimate

interestsofdatasubjects.

(c) isgovernedbyabodyofscienceorscientificproofsor

factswiththesamemeasuresasin(b).
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Notifications

46. (1) AdatacontrollershallnotifytheCommissionoftheprocessing

ofpersonalinformationtowhichtheActapplies.

(2) Thenotificationcontemplatedinsection(1)shallcontainthe

followingparticulars–

(a) thenameandaddressofthedatacontroller;

(b) thepurposeoftheprocessing;

(c) adescriptionofthecategoriesofdatasubjectsandofthe

informationorcategoriesofinformationrelatingthereto;

(d) therecipientsorcategoriesofrecipientstowhom the

personalinformationmaybesupplied;

(e) plannedtrans-borderflowofpersonalinformation;and

(f) ageneraldescriptionallowingapreliminaryassessment

ofthesuitabilityoftheinformationsecuritymeasuresto

be implemented bythe data controllerto ensure the

confidentiality,integrityandavailabilityoftheinformation

whichistobeprocessed.

(3) Subjecttosubsection(4),adatacontrollershallgivenotice

eachtimepersonalinformationisreceivedorprocessed.

(4) Changesinthenameandaddressofthedatacontrollershallbe

notifiedwithinone(1)week,andchangestothenotificationwhichconcern

subsection(2)(b)to(f)shallbenotifiedwithinone(1)yearoftheprevious

notification,iftheyareofmorethanincidentalimportance.

(5) Any processing which departs from thatwhich has been

notifiedinaccordancewiththeprovisionsofsubsection(2)(b)to(2)(f)

shallberecordedandkeptforatleastthree(3)years.
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(6) TheCommissionmay–

(a) prescribemoredetailedrulesconcerningtheprocedure

forsubmittingnotifications;and

(b) by notice exempt certain categories of information

processingwhichareunlikelytoinfringethelegitimate

interests of a data subject from the notification

requirementsreferredtointhissection.

(7) TheCommissionshallmaintainanup-to-dateregisterofthe

informationprocessingnotifiedtoit.

(8) Adatacontrollershallprocesspersonalinformationonlyupon

notificationtotheCommission.

Codesofconduct

47. (1) TheCommissionmay,from timetotimeissue,approve,amend

orrevokeacodeofconduct.

(2) Acodeofconductshallincorporatemeasuresthatgiveeffect

toallinformationprotectionprinciples,giventheparticularfeaturesofthe

sectororsectors ofsocietyin which the relevantdata controlleris

operating.

(3) Acodeofconductmayapplyinrelationtoanyoneormoreof

thefollowing–

(a) specifiedinformationorclassofinformation;or

(b) specifiedbodyorclassofbodies;

(4) TheCommissionshallascertain,amongotherthingswhether

thedraftcodeofconductsubmittedtoitisinaccordancewiththislaw.Ifit

seesfit,theCommissionshallseektheviewsofdatasubjectsortheir

representatives.
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PARTVIII

MISCELLANEOUS

AppointmentofDataProtectionOfficers

48. (1) Theheadofadatacontrollermay,subjecttothisAct,byorder

designateoneormoreofficersoremployeestobeDataProtectionOfficers

ofthatcontrollertoexercise,dischargeorperform anyofthepower,duties

orfunctionsoftheheadofthedatacontrollerunderthisAct.

(2) Aninformationprotectionofficer’sresponsibilitiesshallinclude,

withoutlimitation–

(a) promotingcompliancebythecontroller,withcontroller’s

obligationsunderthisAct;

(b) dealingwithrequestsmadetothecontrollerpursuantto

thecontroller’sobligationsunderthisAct;

(c) cooperating with the Commission in relation to

investigationsorproceedingsconductedinrelationtothe

controller;and

(d) pursuinglegalappealswithrelevantjudicialauthorities.

Appeals

49. (1) Subjecttotheexhaustionoftheappealofferedthroughthe

CommissionunderthisAct,adatasubjectshallbeentitledtopursuelegal

appealswiththerelevantjudicialauthorities.

(2) A datacontrolleronwhom anenforcementnoticehasbeen

served,may,withinthirty(30)daysofreceivingthenoticeapplytoaCourt

havingcompetentjurisdictionforthesettingasideorvariationofthenotice.
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(3) A complainant,whohasbeeninformedoftheresultofthe

investigationmay,withinthirty(30)daysofreceivingtheresultappealto

theHighCourtagainsttheresultoftheinvestigation.

Classactions

50. TheCommissionshallsetupaclassactionsystem toassistthedata

subjectsintheexerciseoftheirrightssetupunderthislaw.

Whistleblowing

51. (1)TheCommissionshallestablishrulesregulatingwhistleblowing,

givingtheauthorizationfor,andgoverningthewhistleblowingsystem.

(2)Theserulesshallpreserve–

(a) theprinciplesoffairness,lawfulnessandpurpose

oftheprocessing;

(b) theprinciplesrelatedtotheproportionalityasthe

limitationofthescope,accuracyofthedatawhich

willbeprocessed;

(c) the principle of openness with delivering an

adequatecollectiveandindividualinformationon–

(i) the scope and purpose of the

whistleblowing;

(ii)theprocessingofreporting;

(iii)the consequences ofthe justified and

unjustifiedreporting;

(iv)thewayofexercisingtherightsofaccess,
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to rectification,deletion as wellasthe

competentauthoritytowhicharequest

canbemade;

(v)thethirdpartywhichmayreceivepersonal

data concerning the informerand the

personwhoisimplicatedinthescopeof

theprocessingofthereporting.

(2) A person who isimplicated shallbe informed assoon as

possibleoftheexistenceofthereportingandaboutthefactswhichthat

personisaccusedofinordertoexercisetherightsunderthislawincluding

-

(a) thetechnicalandorganizationalrules;

(b) rulesconcerningtherightsofthedatasubjectbymaking

clearthattherightofaccessdoesn'tallow accessto

personaldatalinkedto athirdpersonwithouthis/her

expressandwrittenconsent;and

(c) therulesofnotificationtotheCommission.

Othersanctions

52. (1) TheCommissionmayimposeawarningtoadatacontroller

failingtocomplywiththeobligationsofthislaw,andsuchwarningshallbe

regardedasasanction.

(2) Incaseofseriousandimmediateviolationoftheindividual

rightsandliberties,theCommissionmayruleinsummaryproceedings–

(a) thelimitationorceasingofthepersonaldataprocessing;

(b) thetemporaryordefinitiveaccesstosomepersonaldata

processed;or
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(c) thetemporaryordefinitiveprocessingnotcompliantwith

theprovisionsofthislaw.

(3) Adatacontrolleronwhom anenforcementnoticehasbeen

served,may,withinthirty(30)daysofreceivingthenoticeapplytoaCourt

havingcompetentjurisdictionforthesettingasideorvariationofthenotice.

(4) A complainant,whohasbeeninformedoftheresultofthe

investigationmay,withinthirty(30)daysofreceivingtheresultappealto

theHighCourtagainsttheresultoftheinvestigation.

Offencesandpenalties

53. Apersonwho–

(a) hinders,obstructsorunlawfullyinfluencestheCommissionor

anypersonactingonbehalfoforunderthedirectionofthe

CommissionintheperformanceoftheCommission’sduties

andfunctionsunderthisAct;

(b) breachesrulesofconfidentialitymadeunderthisAct;

(c) intentionallyandunlawfullyobstructsapersonintheexecution

ofawarrantissuedunderthisAct;

(d) fails,withoutreasonablecausetogiveapersonexecutinga

warrantassistanceasthepersonmayreasonablyrequirefor

theexecutionofthewarrant;or

(e) violates,withoutreasonablecause,itsobligationsunderthisAct,

subjecttothedeterminationoftheCommission,

commits an offence and shallon conviction be liable to a fine not

exceedingOneHundredMillion(E100,000,000)Emalangenior5percentage

(%)oftheannualturnoverofthedatacontrollerortoimprisonmentfora

periodnotexceedingten(10)yearsortoboth,andiftheoffenderisa
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juristicperson thesentenceshallbeserved bythehead ofthedata

controller.

Regulations

54. (1)TheMinistermaymakeregulationsgenerallyforthepurposeof

givingeffecttothisAct.

(2)TheCommissionmay,asmaybenecessaryforgivingeffectto

thisAct,recommendthemakingofregulationstotheMinister.

Transitionalprovisions

55. (1) Anyperson,whoatthecommencementdateofthisActis

processing any personalinformation shall,within two (2)years of

commencementofthisActbringsuchprocessingintoconformitywiththis

ActandnotifytheCommissionintermsofthisAct.

(2) Theperiodoftwo(2)yearsreferredtoinsubsection(1)maybe

extended to amaximum ofthree(3)yearsbytheMinisterbynotice

publishedintheGazette

_____________________________________


